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Chapter 1

GETTING STARTED
WITH TCP

1. Product Overview

Thank you for purchasing the highest quality 386 UNIX STREAMS based TCP/IP available anywhere.
The product as delivered to you includes all of the common utilities normally found in TCP/IP and
some additional not-so-common utilities. This Getting Started section includes an overview of the TCP
product, a documentation roadmap, and detailed installation procedures.

System V/386 TCP, developed jointly by Intel and Lachman Associates, uses the STREAMS
functionality of UNIX System V/386 Release 3.2 for much improved performance over earlier TCP/IP
products.

The Intel TCP/IP application development environment provides flexibility with both TLI (Transport
Level Interface) and socket interfaces for network applications and programmers.

From the end users point of view, one of the most significant aspects of our TCP is that we have
implemented Berkeley socket system calls at kernel level. By doing so, we gain far greater
performance and lower overhead than a user level implementation of socket calls.

We have used the terms TCP and TCP/IP interchangeably throughout this document. In general, we
use these terms when we are referring to the whole of TCP/IP - all protocols, utilities, demons, etc.
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2. Documentation Roadmap

This documentation roadmap is intended to give you an overview of the contents for each TCP ma.n.ual A\
that you have received. There are three comprehensive manuals in the documentation set in addition
to the note that you now hold. The three manuals are titled:

o TCP User’s Guide and Reference
» TCP Administrator’s Guide and Reference
» TCP Programmer’s Guide and Reference

All three volumes include the TCP/IP Glossary and a chapter of man pages.

This Getting Started note discusses the hardware and software requirements for installing and running
the Intel TCP/IP. Getting Started also describes a detailed example of installing and setting up a three
system local area TCP network. There is a Quickstart section designed to get the experienced TCP
network administrator up and running as rapidly as possible.

The TCP User’s Guide and Reference primarily contains the information that network users will need to
run the network utility commands like rlogin, rcp and fip. The chapters in the Guide section of the
User’s manual give examples of actual sessions and explain the whats and whys of how to use the TCP
utilities. The reference chapter provides complete man pages on each of the user commands provided
with the TCP product (with the sole exception of sendmail, which is sufficiently complicated that we
have included sendmail documentation in the TCP Administrator’s Guide and Reference).

The TCP Administrator’s Guide and Reference is targeted at the network administrator. The Guide
chapters give an introduction to networking and internetworking concepts, discuss administration in
detail, and cover the use of name servers, the sendmail utility, and time synchronization within the »‘\
network. The Administrator’s reference chapter contains man pages for administrative utilities like /

netstat, demon programs like timed, named and rwhod, and configuration files such as /etc/hosts and -
Jetc /networks.

The TCP Programmer’s Guide and Reference manual is the network application developer’s primary
documentation tool. A primer for socket programming includes numerous code fragments along with
a detailed list of error codes and their meanings. An entire chapter is devoted to sendmail including a
comparison of other popular mailers. The Programmer’s Reference chapter contains man pages for all
TCP system calls, library routines, special files and protocols.

2.1 Installation Requirements

In order to install Intel TCP you will need the following:

A Computer More precisely, a 386 AT
UNIX Installed either AT&T or Intel System V/386, Release 3.2 or 3.2u with at least the
Network Support Utilities package installed.
No other TCP/IP Any other TCP/IP software that is already installed must be uninstalled,
including the TCP Stubs package that comes with Intel NFS.
An Ethernet Card For now, the list of qualified boards includes 3COM 3C501, 3COM 3C503,
Western Digital 8003E, or PC586 from Intel.
Ethernet Cabling This includes either thick or thin ethernet cable and the associated
necessary components and connectors. If you intend to use SLIP only, then
you probably already know that you won’t be needing ethernet cable. If )

you’ve never heard of SLIP, it stands for Serial Line Interface Protocol, and
is documented primarily in the Administrator’s Guide and Reference.
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The TCP Software You're not going to get far without the Intel TCP and Ethernet Drivers
installation diskettes. (Four in all)

g \ Someone To Talk To TCP, like most network systems, are much more useful when you have at
least one other machine that also speaks TCP to communicate with.

If you now realize that you are missing certain components, call Intel at 800-FOR-UNIX outside
California and 415-659-9097 within California. If we don’t have what you need, we can help you locate
it.

1-3
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3. Notational Conventions

Throughout this installation document we have followed certain conventions to illustrate more clearly
what the user is expected to type.

« Commands that the user types are in this helvetica bold type.

« What the computer displays on the screen is in this helvetica type.
e Comments that we are including are in normal type.

« The return key is represented by <ENTER>.

o The shell prompt is $

GETTING STARTED
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4, Installation Procedures

tl;’oefo(rle you begin, here is some useful information regarding the installation of your ethernet adaptor
oard.

Below is a table of the supported ethernet boards and the corresponding defaults used by the TCP/IP
software. If your system has a potential problem (IRQ conflict, Addressing conflict, etc.) with any of
the defaults for the type of ethernet board that you are going to install, read through the ethernet board
manual and get it resolved before you continue.

Manufacturer Product Name IRQ Memory Address Range I/O Address Range

3COM 3C501 9 Not Used 0x200-0x210
3COM 3C503 3 Not Used 0x310-0x31f
Western Digital WD 8003E 3 0xd0000-0xd1£ff 0x280-0x29f
Intel PC586 12 0xf00000-0xf3fftf Not Used

TABLE 1. Ethernet Controller Defaults

4.1 Quickstart for Experienced TCP/IP Network Administrators
For the experienced TCP administrator, here’s the skinny on installation.
« Installation diskettes are in standard UNIX Release 3.2 installpkg format.
« Install TCP/IP first, then install the ethernet drivers.
« The information required of you at TCP install time includes:
o Host Name
« Internet Address
¢ Network Name

Is the network subnetted?

Broadcast Address (provides default)

e Domain Name

« Configure a default route (y/n)?
You also have the options of making entries for other hosts and setting up equivalent hosts.

Ethernet Driver installation asks only which board you are using (one of: 3C501, 3C503, PC586,

WDS8003E)
Note that configuration parameters (IRQ, Memory Address, etc.) are modifiable at install time for Western

Digital boards.

That is installation in a nutshell. If you are not completely sure how to respond to those questions,
please read the following section that covers installation in detail.

4.2 Removing TCP/IP

In order to remove TCP/IP, use the removepkg command to remove the Ethernet Drivers package
first, then use removepkg to remove the TCP/IP package.
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4.3 Sample Installation: A Three System Local Area TCP Network

For those of you that already have a TCP/IP network in operation, this should answer any questi.ons
you have regarding installation of Intel TCP. If you've never installed TCP bef9re, You’re v.vell advised
to mimic the following procedures step by step. A two system network can likewise be installed by
following the procedures for setting up machines 1 and 2 only.

Make sure you have satisfied all of the installation requirements that were listed above. Pull your easy
chair in front of the keyboard and follow along.

Step 1 Begin with your computer turned off. Following the manufacturers instructions, install
your ethernet adaptor board.

Step 2 Turn the machine on, boot UNIX up normally, and login as root (you should be the only
user on the system when you are installing this software and any software that builds a new
UNIX kernel).

Step 3 At the # prompt, type the command uname -S sleepy. This sets the name of your system
to sleepy. If you would like to call your system by another name, please do so. But for the
remainder of this sample installation, we will be referring to machine number one as
"sleepy".

Step 4 Insert TCP/IP disk 1 in the floppy drive and type installpkg.
Step 5 Follow along...

Confirm
Please insert the floppy disk.

If the program installation requires more than one floppy
disk, be sure to insert the disks in the proper order,
starting with disk number 1.

After the first floppy disk, instructions will be provided
for inserting the remaining floppy disks.

Strike ENTER when ready

or ESC to stop.
<ENTER>

Installation is in progress -- do not remove the floppy disk.
Searching for the Size file
Install in progress
Now the entire contents of each floppy will be copied onto the hard disk, so it will take a minute.
Reached end of medium on input.
You may remove this floppy disk.
To Quit - strike <q> followed by <ENTER>
To continue - insert floppy disk number 2 and strike the <ENTER> key.<ENTER>
Reached end of medium on input.
You may remove this floppy disk.

To Quit - strike <q> followed by <ENTER>
To continue - insert floppy disk number 3 and strike the <ENTER> key.<ENTER>
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Installing the drivers:
Installing arp.
Installing arpproc.
Installing icmp.
Installing ip.
Installing licloop.
Installing rip.
Installing slip.
Installing socket.
Installing ss.
Installing tcp.
Installing ttyp.
Installing udp.
Installing vty.

Saving the following existing files:
/Jusr/include/sys/errno.h

/Jusr/include/sys/types.h
/usr/lib/mailx/mailx.rc

Installing files in /bin:
Installing files in /etc:
Installing files in /usr:

All files installed successfully.
Configuring STREAMS parameters.

At this point you may receive some messages regarding tuneable parameters. If you do, it means that
the installation wants to increase that particular parameter to improve TCP performance. The only
drawback to increasing these parameters is that you end up with a slightly larger UNIX kernel. The
actual messages you receive at this point will vary from system to system, depending on the contents of
your system’s /etc/conf/cf.d/stune file, but here is an example:

Tuneable parameter NQUEUE is currently set to 160.
Is it OK to change it to 3847 (y/n) y<ENTER>
Tuneable parameter NSTREAM is currently set to 40.
Is it OK to change it to 192? (y/n) y<ENTER>

Saving old unix kernel as /unix.notcp.

If you are going to be installing drivers, you should not rebuild the kernel now. Do you wish to rebuild
the kernel? [y/n] n<ENTER >

Network Configuration: TCP/IP Configuration: Host name: sleepy

You are now prompted for various parameters for this host including the Internet address. So, before we cover
appropriate responses, it may be helpful to briefly discuss Internet Addresses in general.

The term internet (small i) is a general term describing multiple networks able to communicate through gateways.
The Internet (capital I) is the specific internet system implementation by DARPA. The DARPA Internet used to be
called the ARPANET, but became the Internet when the ARPANET was split into the ARPANET and the MILNET.
There’s more details on the history of the ARPANET in the TCP manuals. Because the Internet pioneered TCP/IP
network technology, TCP/IP addresses the various systems on the network with what is call the Internet Address.
That nomenclature seems to assume that the TCP installation is targeted for use on the Internet, which these days is

frequently not the case. Nevertheless, you will be prompted for your Internet Address.
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Valid Internet addresses that we suggest using are four-part addresses similar to 192.9.200.1. This four-part
numbering scheme seems mysterious, but by looking at this example address, we can determine that the system at this
address is host number 1 on the network number 192.9.200. There is a detailed discussion of valid Internet addresses
in the TCP Administrator’s Guide and Reference manual, but the typical local area TCP network installer doesn’t
need to understand what each bit in the address is for in order to complete a successful installation.

The Internet addresses that you choose for your network installation can be arbitrarily chosen as in our sample
installation, as long as the addresses are in a "valid" form, or you can get an official Internet Protocol Network
Number. The procedure for obtaining an official Internet number is fairly simple. Contact SRI Network
Information Center at 415-859-3695 (or electronic mail at NIC@SRI-NIC.ARPA) and ask them to send you an
Internet Number Template (which is just an application form). SRI is the authority for assigning official Internet
network numbers. Fill out the form, send it back to SRI and within about ten days you will receive the official
number if your application is accepted. Physically connecting your network to the Internet is far more complicated
and beyond the scope of this tutorial. Suffice it to say that after obtaining an Internet number, the first step in the
process of getting connected to the Internet is finding an organization to sponsor you on the network. Examples of
such organizations are: Defense Communications Agency (DCA), Defense Advanced Research Agency (DARPA),
and the National Science Foundation (NSF).

For our sample installation we will use arbitrarily chosen network addresses similar to 192.9.200.1.

Enter the internet address of this host: 182.9.200.1 <ENTER>
This address actually defines this host as host number 1 on network number 192.9.200.
Enter the name of this network: Intel <ENTER>
You may use any name you like. This only plays a role if your network will be subnetted.
Is this network subnetted? (y/n) (default n): <ENTER>
Enter the broadcast address (default 192.9.200.255) <ENTER>
The broadcast address is a combination of the network number and 255 (which is binary 11111111).
Enter the domain name: UnixDiv<ENTER>
This can be any name unless you will be connecting to a public network.
Do you want to configure a default route? (y/n) (default n): <ENTER>

TCP/IP Configuration Parameters

Host: sleepy

Address: 192.9.200.1
Network name: Intel
Broadcast address: 192.9.200.255
Domain name: UnixDiv

Do you wish to change any of the these values? (y/n) n<ENTER>

Do you want to make entries for other hosts? (y/n) y<ENTER>
Enter the UNQUALIFIED name of the host: wizard <ENTER >

If the complete host name is wizard.UnixDiv.COM, then wizard would be the unqualified name.

Enter the name of the domain of this host (default: UnixDiv): <ENTER>
Enter the internet address of this host: 192.9.200.2<ENTER >

Note that this number, which is different than the address we used for sleepy, corresponds to host number 2 on
network number 192.9.200.

Is this an equivalent host? (y/n) (default y) <ENTER>

You may want to read the Administrator’s Guide section on equivalent hosts.
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Add this entry? (y/n): y<ENTER>

Do you want to make other entries for other hosts? (y/n): y<ENTER>
Enter the UNQUALIFIED name of the host: faxserv <ENTER>

Enter the name of the domain of this host (default: UnixDiv): <ENTER>
Enter the internet address of this host: 192.9.200.3<ENTER>

Is this an equivalent host? (y/n) (default y) <ENTER>

Add this entry? (y/n): y<ENTER>

Do you want to make other entries for other hosts? (y/n): n<ENTER>
TCP/IP has not been configured to use any ethernet drivers.

In order to use TCP/IP over your ethernet hardware, you must install
the appropriate driver, and configure TCP/IP to use the driver, using
/etc/drvconf. Some packages, such as the 'Ethernet Drivers Package’
will automatically run /etc/drvconf for you.

The installation of the TCP - Intel Release 1.0
is now complete.
#

Insert the Ethernet Drivers diskette into the floppy drive and again type installpkg.

# installpkg <ENTER>
Confirm

Please insert the floppy disk.

If the program installation requires more than one floppy
disk, be sure to insert the disks in the proper order,
starting with disk number 1.

After the first floppy disk, instructions will be provided
for inserting the remaining floppy disks.

Strike ENTER when ready
or ESC to stop.
<ENTER>

Installation is in progress -- do not remove the floppy disk.
Searching for the Size file

Install in progress

Installing Ethernet Drivers Package
Saving old files.

Installing the drivers:

Installing e3A.

Installing e3B.

Installing pc586.

Installing wdn.

Installing files in etc
Installing files in usr
All files installed successfully.

GETTING STARTED
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Ethenet Driver Configuration

This package contains drivers for the following boards:
3c501 3c503 pc586 wd8003 quit

3¢501 corresponds to the 3COM 3C501 ethernet board.

3¢503 corresponds to the 3COM 3C503 ethernet board.

Ppc586 corresponds to both the Intel IWS and the Intel PC586 ethernet board.
wd8003 corresponds to the Western Digital 8003E ethernet board.

Which ethernet board will you be using? pc586<ENTER>
Activating ethernet driver for pc586

Do you wish to configure TCP/IP to use the pc586? [y/n]y<ENTER>
Configuring TCP/IP for pc586. Please Wait.
TCP/IP Configuration Complete.

/etc/drvconf has been run for you. You should not run it again.

IMPORTANT: If for whatever reason, you run /etc/drvconf again, the /etc/strcf and /etc/tcp files will probably get
corrupted. One way that this can happen is if you install the drivers package, remove the drivers package, and then
install the drivers package again. For example, let’s say we do the following steps in order:

1. Install the ethernet drivers package choosing the Intel pc586 as in the example above.
2. Use removepkg to remove the ethernet drivers package.
3. Use installpkg to again install the ethernet drivers package.
We will then have two identical lines in the fetc/stref file that look like:
senet ip /dev/pc586_0 /dev/pc586_1 end
senet ip /dev/pc586 0 /dev/pc586 1 en0
And we will also have two identical lines in the /Jetc/tep file that look like:
ifconfig en0 ‘uname -n‘ -trailers SNETMASK $BROADCAST
ifconfig en0 ‘uname -n‘ -trailers SNETMASK $BROADCAST

Having these lines duplicated will cause the TCP startup to fail and TCP/IP will be unusable.

If this happens to you, login as root, type tep stop to shut down TCP. Edit the /etc/strcf and /Jetc/ tep files and remove
the duplicate lines. After editing, type tep start to again startup TCP.

Building new unix kernel

The UNIX Operating System will now be rebuilt.
This will take approximately 2 minutes. Please wait.
The UNIX kernel has been rebuilt.

Confirm

To complete the install/remove process a shutdown is now
being initiated automatically.

Make sure your floppy drive is empty. If you are

installing or removing controller boards, you may power
down the system after the shutdown has completed.

GETTING STARTED



Strike ENTER when ready
or ESC to stop.
<ENTER>

Shutdown started.

Remove the floppy and reboot the system.

1-11
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Congratulations, you have installed TCP/IP and the ethernet drivers on one of the hosts in your network. As the
system boots up, notice the ethernet driver banner, the TCP banner, and the TCP startup messages. You should see
a message to the effect that "board 0" was found, depending on which ethernet hardware you are using. If you don’t
get these messages on boot-up, you have an installation problem. After the system has rebooted and you are again
logged in as root, do a simple test to validate what you've done so far. This is a test of the TCP software that is done
entirely locally, so it doesn’t matter if you have your ethernet network completely set up at this point.

ping is a useful sanity test for TCP that simply sends packets continuously to the named host. In the example below,
TCP will use a "loopback” mode to transmit the data (or packets). At the shell prompt type ping sleepy and hit
return. Wait a few seconds and hit delete to stop ping. If your installation has been successful so far you will see

output similar to this...

PING sleepy.UnixDiv.COM: 56 data bytes

64 bytes from 192.9.200.1: icmp_seq=0. time=0. ms
64 bytes from 192.9.200.1: icmp_seq=1. time=0. ms
64 bytes from 192.9.200.1: icmp_seq=2. time =0. ms

—-sleepy.UnixDiv.COM PING Statistics-——
3 packets transmitted, 3 packets received, 0% packet loss
round-trip (ms) min/avg/max = 0/0/0

If you received the error message, "ping: unknown host sleepy”, you probably are using a host name other than sleepy
for your system. Try this command:
ping ‘uname’

If you still receive the error message, or possibly a different error message, you should stop now, don’t proceed
further, and call Intel for installation support.

The ping command is documented in the ping(1M) man page in the TCP Administrator’s Guide and Reference for
those of you that would like to understand ping in detail.

If you got the output that is expected, then you're probably getting a little excited at this point. Take a deep breath,
get a drink of water, and we’ll continue.

OK, now we’re ready to install TCP on machine number two. Login as root on machine number two and type the
command uname -S wizard to set the name of this host to wizard. Next, insert TCP/IP disk 1 in the floppy drive and
type installpkg.

Again, follow along...
Confirm
Please insert the floppy disk.

If the program installation requires more than one floppy
disk, be sure to insert the disks in the proper order,
starting with disk number 1.

After the first floppy disk, instructions will be provided
for inserting the remaining floppy disks.

Strike ENTER when ready

or ESC to stop.
<ENTER>
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Installation is in progress -- do not remove the floppy disk.

Searching for the Size file
Install in progress
Now the entire contents of each floppy will be copied onto the hard disk, so it will take a minute.

Reached end of medium on input.

You may remove this floppy disk.

To Quit - strike <q> followed by <ENTER>

To continue - insert floppy disk number 2 and strike the <ENTER> key.<ENTER>

Reached end of medium on input.

You may remove this floppy disk.

To Quit - strike <q> followed by <ENTER>

To continue - insert floppy disk number 3 and strike the <ENTER> key. <ENTER>

Installing the drivers:
Installing arp.
Installing arpproc.
Installing icmp.
Installing ip.
Installing licloop.
Installing rip.
Installing slip.
Installing socket.
Installing ss.
Installing tcp.
Installing ttyp.
Installing udp.
Installing vty.

Saving the following existing files:
/Jusr/include/sys/errno.h
/Jusr/include/sys/types.h
Jusr/lib/mailx /mailx.rc

Installing files in /bin:
Installing files in /etc:
Installing files in /usr:

All files installed successfully.
Configuring STREAMS parameters.

Tuneable parameter NQUEUE is currently set to 160.
Is it OK to change it to 3847 (y/n) y<ENTER>
Tuneable parameter NSTREAM is currently set to 40.
Is it OK to change it to 192? (y/n) y<ENTER>

Saving old unix kernel as /unix.notcp.

If you are going to be installing drivers, you should not rebuild the kernel now. Do you wish to rebuild the kernel?

[y/n] n<ENTER>

GETTING STARTED
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Network Configuration: TCP/IP Configuration Host: wizard Enter the Internet address of this host:
192.9.200.2<ENTER> Enter the name of this network: Intel KENTER> Is this network subnetted? (y/n) (default
n): <ENTER> Enter the broadcast address (default 192.9.200.255) <ENTER> Enter the domain name:
UnixDiv<ENTER> Do you want to configure a default route? (y/n) (default n): <ENTER>

TCP/IP Configuration Parameters Host: wizard
Address: 188 9RR0 L RSdDaddiamnme:
Do you wish to change any of the these values? (y/n) n<ENTER>

Do you want to make entries for other hosts? (y/n) y<ENTER> Enter the UNQUALIFIED name of the host:
sleepy<ENTER> Enter the name of the domain of this host (default: UnixDiv): <ENTER> Enter the internet
address of this host: 192.9.200.1 <ENTER> Is this an equivalent host? (y/n) (default y) <ENTER> Add this entry?
(y/n): y<ENTER>

Do you want to make other entries for other hosts? (y/n): y<ENTER> Enter the UNQUALIFIED name of the host:
faxserv<ENTER> Enter the name of the domain of this host (default: UnixDiv): <ENTER> Enter the internet
address of this host: 192.9.200.3<ENTER> Is this an equivalent host? (y/n) (default y) <ENTER> Add this entry?
(y/n): y<ENTER>

Do you want to make other entries for other hosts? (y/n): n<ENTER>
TCP/IP has not been configured to use any ethernet drivers.

In order to use TCP/IP over your ethernet hardware, you must install the appropriaté driver, and configure TCP/IP

to use the driver, using /etc/drvconf. Some packages, such as the *Ethernet Drivers Package’ will automatically run
/etc/drveont for you.

The installation of the TCP - Intel Release 1.0 is now complete.
Insert the Ethernet Drivers diskette into the floppy drive and again type installpkg.

# Installpkg <ENTER>
Confirm

Please insert the floppy disk.

If the program installation requires more than one floppy
disk, be sure to insert the disks in the proper order,
starting with disk number 1.

After the first floppy disk, instructions will be provided
for inserting the remaining floppy disks.

Strike ENTER when ready

or ESC to stop.
<ENTER>

Installation is in progress -- do not remove the floppy disk.
Searching for the Size file
Installing Ethernet Drivers Package

Saving old files.
Installing the drivers:
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Installing e3A.
Installing e3B.
Installing pc586.
Installing wdn.

Installing files in etc
Installing files in usr
All tiles installed successfully.

Ethenet Driver Configuration

This package contains drivers for the following boards:
3c501 3¢503 pc586 wd8003  quit

Which ethernet board will you be using? pc586
Activating ethernet driver for pc586

Do you wish to configure TCP/IP to use the pc586? [y/n]y

Configuring TCP/IP for pc586. Please Wait.
TCP/IP Configuration Complete.

/etc/drvconf has been run for you. You should not run it again.

Building new unix kernel

The UNIX Operating System will now be rebuilt.
This will take approximately 2 minutes. Please wait.
The UNIX kernel has been rebuilt.

Confirm....
<ENTER>
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Now that you have a two system TCP network installed, you can do some more extensive testing. The first
thing you will want to do is check your cabling to make sure that you have proper physical connections. If
you are using thin ethernet, verify that you have a "tee" connector attached to the BNC connector on each
ethernet board. You can’t plug the thin ethernet cable directly into the board! Also make sure that both
"ends" of the network have terminating resistors attached to them. This is also necessary.

On the second system, run the same sanity check as you did on sleepy. To do this, type ping wizard
(remember, ping doesn’t ever stop itself, you must hit delete to kill it). You should again see output
similar to:

PING wizard.UnixDiv.COM: 56 data bytes

64 bytes from 192.9.200.2: icmp_seq=0. time=0. ms
64 bytes from 192.9.200.2: icmp_seq=1. time=0. ms
64 bytes from 192.9.200.2: icmp_seq=2. time=0. ms

—wizard.UnixDiv.COM PING Statistics—-
3 packets transmitted, 3 packets received, 0% packet loss
round-trip (ms) min/avg/max = 0/0/0

OK. Now it’s time to check the physical connection. From the second machine (wizard), type ping sleepy.
The output should be very similar to that shown below.

PING sleepy.UnixDiv.COM: 56 data bytes

64 bytes from 192.9.200.2: icmp_seq=0. time =0. ms
64 bytes from 192.9.200.2: icmp_seq=1. time =0. ms
64 bytes from 192.9.200.2: icmp_seq=2. time=0. ms

—-wizard.UnixDiv.COM PING Statistics—
3 packets transmitted, 3 packets received, 0% packet loss
round-trip (ms) min/avg/max = 0/0/0

If you can successfully ping your local system (wizard in this case), but not a remote system (sleepy in this
case), then you most likely have a problem in the ethernet cabling or one of the ethernet boards. It’s also
possible that you typed in the wrong internet address. Cat the /ete/hosts file to confirm that it was typed
in correctly.

Once you have verified that you can ping the remote system, try logging in across the network. Create a
user called guest on both systems (if you don’t know how, just type sysadm at the shell prompt and do it
from the menus). Now login as guest on host wizard and type the following command:

$ rlogin sleepy <ENTER>

You should see the usual login messages. After you have a § prompt, type uname. You should get sleepy
echoed back at you:

login: guest<ENTER>

UNIX System V/386 Release 3.2

sleepy

Copyright (c) 1984, 1986, 1987, 1988 AT&T
Copyright (c) 1987, 1988 Microsoft Corp.
All Rights Reserved

Login last used: Wed Feb 2 16:12:01 1989

/ : Diskspace 2.84 MBof 97.37 MB available (2.92%)
/u2 : Disk space 4.43 MBof 105.11 MB available (4.22%)
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Total Disk Space:  7.27 MB of 202.48 MB available (3.59%)

$ uname<ENTER>
sleepy
$

You are now logged in across the network to host sleepy. Hit CTRL-D to log off of the remote system and
again type uname at the $ to verify that you are back on the local host wizard.

$ uname<ENTER>

sleepy

$ <CTRL-D>connection closed.
$ uname<ENTER>

wizard

$

Note that you can’t rlogin when you are logged in as root on the local host. In UNIX Release 3.2, only the
user on /dev/console can log in as root.

So far, so good. Now let’s go on to installing and setting up machine number three. In our example, we

will call this machine faxserv. Again, login as root, type the command uname -S faxserv, and then type

installpkg. This procedure might be second nature by now, but please follow along just in case.

Confirm

Please insert the floppy disk.

If the program installation requires more than one floppy
disk, be sure to insert the disks in the proper order,
starting with disk number 1.

After the first floppy disk, instructions will be provided
for inserting the remaining floppy disks.

Strike ENTER when ready

or ESC to stop.

<ENTER>

Installation is in progress - do not remove the floppy disk.

Searching for the Size file

Install in progress

Now the entire contents of each floppy will be copied onto the hard disk, so it will take a minute.

GETTING STARTED

Reached end of medium on input.

You may remove this floppy disk.

To Quit - strike <q> followed by <ENTER>

To continue - insert floppy disk number 2 and strike the <ENTER> key. <ENTER>

Reached end of medium on input.

You may remove this floppy disk.

To Quit - strike <q> followed by <ENTER>

To continue - insert floppy disk number 3 and strike the <ENTER> key.<ENTER>

Installing the drivers:
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Installing arp.
Installing arpproc.
Installing icmp.
Installing ip.
Installing licloop.
Installing rip.
Installing slip.
Installing socket.
Installing ss.
Installing tcp.
Installing ttyp.
Installing udp.
Installing vty.

Saving the following existing files:
/Jusr/include/sys/errno.h

/Jusr/include/sys/types.h
/Jusr/lib/mailx/mailx.rc

Installing files in /bin:
Installing files in /etc:
Installing files in /usr:

Al files installed successfully.
Configuring STREAMS parameters.

Tuneable parameter NQUEUE is currently set to 160.
Is it OK to change it to 384? (y/n) y<ENTER>
Tuneable parameter NSTREAM is currently set to 40.
Is it OK to change it to 192? (y/n) y<ENTER>

Saving old unix kernel as /unix.notcp.

If you are going to be installing drivers, you should not rebuild
the kernel now. Do you wish to rebuild the kernel? [y/n] n<ENTER>

Network Configuration:

TCP/IP Configuration

Host: faxserv

Enter the Internet address of this host: 192.9.200.3<ENTER>

Enter the name of this network: Intel <ENTER>

Is this network subnetted? (y/n) (default n): <ENTER>

Enter the broadcast address (default 192.9.200.255) <ENTER>

Enter the domain name: UnixDiv<ENTER>

Do you want to configure a default route? (y/n) (default n): <ENTER>

TCP/IP Configuration Parameters

Host: faxserv

Address: 192.9.200.3
Network name: Intel
Broadcast address: 192.9.200.255
Domain name: UnixDiv

Do you wish to change any of the these values? (y/n) n<ENTER>
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Do you want to make entries for other hosts? (y/n) y<ENTER>

Enter the UNQUALIFIED name of the host: sleepy <ENTER>

Enter the name of the domain of this host (default: UnixDiv): <ENTER>
Enter the internet address of this host: 192.9.200.1 <ENTER>

Is this an equivalent host? (y/n) (default y) <ENTER>

Add this entry? (y/n): y<ENTER>

Do you want to make other entries for other hosts? (y/n): y<ENTER>
Enter the UNQUALIFIED name of the host: wizard <ENTER>

Enter the name of the domain of this host (default: UnixDiv): <ENTER>
Enter the internet address of this host: 192.9.200.2<ENTER>

Is this an equivalent host? (y/n) (default y) <ENTER>

Add this entry? (y/n): y<ENTER>

Do you want to make other entries for other hosts? (y/n): n<ENTER>
TCP/IP has not been configured to use any ethernet drivers.

In order to use TCP/IP over your ethernet hardware, you must install
the appropriate driver, and configure TCP/IP to use the driver, using

/etc/drvconf. Some packages, such as the 'Ethernet Drivers Package’
will automatically run /etc/drvconf for you.

The installation of the TCP - Intel Release 1.0
is now complete.

Insert the Ethernet Drivers diskette into the floppy drive and again type installpkg.

GETTING STARTED

# installpkg <ENTER>
Confirm

Please insert the floppy disk.

If the program installation requires more than one floppy
disk, be sure to insert the disks in the proper order,
starting with disk number 1.

After the first floppy disk, instructions will be provided
for inserting the remaining floppy disks.

Strike ENTER when ready
or ESC to stop.
<ENTER>

Installation is in progress -- do not remove the floppy disk.

Searching for the Size file

Installing Ethernet Drivers Package
Saving old files.

Installing the drivers:

Installing e3A.

Installing e3B.

Installing pc586.

Installing wdn.
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Installing files in etc
Installing files in usr
All files installed successfully.
Ethenet Driver Configuration

This package contains drivers for the following boards:
3¢501 3¢503 pc586 wd8003 quit

Which ethernet board will you be using? pc586
Activating ethernet driver for pc586

Do you wish to configure TCP/IP to use the pc586? [y/n]y

Configuring TCP/IP for pc586. Please Wait.
TCP/IP Configuration Complete.

/etc/drveonf has been run for you. You should not run it again.
Building new unix kernel

The UNIX Operating System will now be rebuilt.

This will take approximately 2 minutes. Please wait.

The UNIX kernel has been rebuilt.

Confirm....
<ENTER>

Remove the floppy and reboot the system.
That’s it! You have installed and set up a three system TCP/IP network. Below are listings of the primary

control files for TCP administration for each of the three hosts that we have created. You may want to
check these listings against the files on your systems.
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File listings for host sleepy

$ uname

sleepy

$ cat /etc/hosts
127.0.0.1 localhost

192.9.200.1 sleepy sleepy.UnixDiv
192.9.200.2 wizard wizard.UnixDiv
192.9.200.3 faxserv faxserv.UnixDiv

$ cat /etc /hosts.equiv
localhost

sleepy

wizard

faxserv

$ cat /etc /networks

loopback 127
Intel 192

File listings for host wizard

$ uname

wizard

$ cat /etc/hosts
127.0.0.1 localhost

192.9.200.2 wizard wizard.UnixDiv
192.9.200.1 sleepy sleepy.UnixDiv
192.9.200.3 faxserv faxserv.UnixDiv

$ cat /etc/hosts.equiv
localhost

wizard

sleepy

faxserv

$ cat /etc /networks

loopback 127
Intel 192
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File listings for host faxserv

$ uname

faxserv

$ cat /etc/hosts
127.0.0.1 localhost

192.9.200.3 faxserv faxserv.UnixDiv
192.9.200.1 sleepy sleepy.UnixDiv
192.9.200.2 wizard wizard.UnixDiv

$ cat /etc/hosts.equiv
localhost

faxserv

sleepy

wizard

$ cat /etc /networks
loopback 127
Intel 192

If you're anxious to play around, or do some serious work, go to the TCP User’s Guide for discussions on
using the user commands like rcp and ftp, and look in the TCP Administrator’s Guide to gain a better
understanding of how to administer a TCP network.
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Chapter 2

USING NETWORK COMMANDS
INTRODUCTION

1. INTRODUCTION

This chapter is an overview of UNIX internetworking commands for the network user and for the new
administrator or programmer. You can use this chapter as a guide to the other three chapters in this
section.

Some of the subjects discussed in this chapter include:

UNIX network object types

network commands

use of a virtual terminal

transferring files to and from remote machines
remote command execution (rcmd)

remote printing

using pipes and shell scripts

user and machine equivalences and passwords

NETWORKING COMMANDS
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2. ABOUT THIS SECTION

Sections 3 through 5 provide detailed explanations and examples of the networking commands used for
common network user functions. You can use and reference these chapters as needed, but they are
intended only to supplement the coverage of the commands found in the appropriate UNIX Operating
System Manual. (See the note below.)

Section 3, "Remote Execution" explains how to execute commands on other systems across the network
using the command remd.

Section 4, "Remote Terminals" explains in detail the virtual terminal commands, telnet(1) and rlogin(1).

Section 5, "File Transfer," explains how to use the file transfer commands, fip(1) and rcp(1).

2.1 OVERVIEW

UNIX is a command-oriented operating system. To make use of the remote resources in a UNIX
internetworking environment, the user invokes network-specific commands. These commands are fully
integrated with UNIX and may be invoked from the shell command line and shell programs or

executed from within user programs with the fork(2) or exec(2) system calls, or the system(3) library
routine.

These network commands are user processes of the operating system which require network software

to function. In UNIX the name of the network command is the same as the name of the file that
contains the process program.

- Please Note -

The treatment of networking commands in this
section (and the rest of the chapter) is not intended
to be the definitive reference source for network
commands. Refer to the man pages in the
reference section found at the end of this manual
for details on each command.
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3. WHAT DOES INTERNETWORKING PROVIDE THE UNIX USER?

A UNIX network based on Ethernet provides a means of linking a large number of UNIX machines so
that the network user on any one of these machines can access resources and data on any of the other
machines. A UNIX internet is two or more networks, possibly using a variety of machine types,
protocols, and media, welded together in a flexible manner to form a larger network. The
internetworking linkage is invisible at the command interface level so that the system appears to the
network user as a single network.

Some of the many things you can do as a network user whose machine is connected in a UNIX network
are as follows:
 Log onto another machine on which you have an account

 Move logically from one remote machine to another without having to enter your password (if
your system administrators have "equated" the machines or if you have created a user equivalence
for that machine)

o Execute commands on any machine in the network
— you can execute commands where the data is (thus avoiding the moving of files)
— you can execute commands where the load is lowest

- Yyou can construct sequences of UNIX commands including pipes which move data between
machines for processing. For example:

pr -f myfile | remd grumpy Ip
will send the output of the pr command to the printer spooler on the remote system called
"grumpy".
e Access public data from all machines
o Copy or transfer files from one machine to another
o Share remote devices such as printers and tape drives
e Access electronic mail systems that have been implemented for the network
o Run applications resident on other machines

o Access other machines that are running the appropriate communications protocol.
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4. UNIX NETWORKING OBJECTS
There are three types of UNIX networking objects:

o executable commands, and server programs (sometimes called daemons) supporting the
commands

« configuration files
o library and system calls for use by programmers
All these types are documented in the reference manuals. User commands, configuration file formats,

and library interfaces are all listed alphabetically within sections. The section number of the entry is
given in parenthesis after the name of the command. Following UNIX convention,

Section 1 contains user commands

Section 1M contains administrative commands
Section 2 contains system calls

Section 3 contains library routines

Section 4 contains file formats

Section 5 contains miscellaneous

Section 7 contains special files and protocols
For example:

fir(1)

tells us that ftp is a user command that is documented in reference section 1.
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S. OVERVIEW OF UNIX NETWORKING COMMANDS

Included in the UNIX commands are a set of commands often referred to in a Berkeley UNIX
environment as the "r-commands", which are designed to be UNIX-specific. The r in r-command stands
for "remote."

Another set of commands, such as telnet and fip, ongmated from ARPANET. They are designed to be
operating-system independent. The protocols used in these commands are specified by the DoD
Internet specification.

The major difference between these two different types of commands is that the r-commands
propagate UNIX-style permissions across the network. The ARPANET commands do not understand
the UNIX permissions.

The networking commands are listed alphabetically in the table below with a brief description. Not all
UNIX networking commands are intended for use by the network user. Some are network
administrative functions.

UNIX Networking Commands
Command Description
ftp(1) file transfer program
ifconfig(IM) | configure network interface parameters (administrative)
mkhosts(1M) | make node name commands (administrative)
netstat(1M) show network status (administrative)
rcmd(1) remote shell command execution ("rsh" in Berkeley UNIX)
rcp(1) remote file copy
rlogin(1) remote log in
ruptime(1) display status of nodes on local network
rwho(1) who is logged in on the local network nodename
slattach, attach and detach serial lines (administrative)
sldetach(1M) | as network interfaces (administrative)
telnet(1) user interface to DARPA TELNET protocol
trpt(1M) print protocol trace (administrative)

5.1 WHAT IS USER EQUIVALENCE?

User equivalence is an existing statement on a local machine to the effect that a particular user on a
remote machine is equivalent to a user by the same or a different name on the local machine and has
the exact same privileges as the existing local user. The equivalent user does not need a password to
log in when he uses a program that understands user equivalence. Implicit in this equivalence is that
the remote user now has password privileges on the local machine.

The remote user still needs a separate account and password set up on the remote machine. The
equivalent user can use the same name on both machines or a different name.

Note that you need to have an equivalence set up for your own user name even on your local machine.
If you pipe to another machine (see sh(1) in the UNIX User’s Reference or rcp(1) in the TCP User’s
Reference), you will need an equivalence to that machine.

5.1.1 CONNECTIONS, NAMES AND ADDRESSES

From the perspective of the user, most internet protocols are connection-oriented. This means that for
information to be communicated between your machine and a remote machine over the internet you
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must first have established a connection to that machine. Establishing a connection is similar to dialing
a phone number when making a phone call; it defines the parties in the call and sets up a connection
between them.

Although the data sent over the connection is packet-switched, rather than circuit switched as in the
telephone system, the functions are alike. TCP performs the mechanics of establishing connections for
you, but in many cases, telnet and fip in particular, you have to be aware of connections and give
commands to get them established.

As with dialing a phone, you must first know how to reach the recipient of your call when setting up a
connection. Each host on the internet has a unique address, like a phone number, by which it can be
"called" in establishing a connection. Because network addresses are not always easy to remember, the
internet software allows for the use of names instead of addresses. Host names are established by your
system administrator who should tell you the names of the hosts with which you may communicate.
Since hosts may be used for several purposes, it is possible to have several names (aliases) for the same

host address. However, each name always stands for a single host address and will connect you to the
same host each time you use it.

5.1.2 ACCESS AND PASSWORD PROBLEMS

Often in an internetworking environment, different host machines are under the jurisdiction of
different departments and personnel. Those in charge of a host machine often wish to limit access to
their own machine for various security and procedural reasons. Privileges to a machine can be given
only from the machine in question. If you are unable to access a machine you have a need for, you or
your supervisor can see the network administrator of the host machine you wish to access.

If you need access beyond "anonymous fip", the administrator can set up a machine or user equivalence
between your native host and the remote host. You will need the an account and password and on the

remote machine. If you have an account on a remote machine, you can set up a user equivalence
yourself.
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6. VIRTUAL TERMINALS AND REMOTE LOGIN

The command riogin(1) and the ARPANET command telnet(1) provide the user with a choice of
virtual terminal capability. A virtual terminal is created when the user on one machine logs onto
another machine and presents his terminal as being logically on that machine. Between UNIX-
compatible machines, switching your terminal between machines can be as easy as typing the name of
the machine to which you wish to connect.

Virtual terminal capability differs from remote command execution in that the user can use programs
that depend on accessing the terminal directly, such as vi. Commands like use the terminal in raw
mode, that is, they read from the terminal character by character, instead of line by line.

The following is a brief overview of telnet and rlogin. For more information on these commands, see
the chapter on "Remote Terminals" and the corresponding man pages in the reference section of this
manual.

6.1 TELNET(1)

The telnet command provides virtual terminal access to other machines on the internet, even non-
UNIX systems. Using felnet, you can log in to any host on the network for which you have an account
just as if you were a local user of that machine. Once telnet is invoked, your terminal is linked to a
remote machine and data that you type is passed to that machine. Responses from the remote
machine will be displayed on your terminal’s screen.

For more information on felnet, see the "Remote Terminals" chapter.

6.2 REMOTE LOGIN (rlogin)

The virtual terminal command, rlogin, allows the user to remotely log into another UNIX-compatible
machine. This command requires a password on the host you are logging into unless you have user
equivalence on that machine. The command, rlogin, is most suitably used when you are connecting
with a UNIX-compatible host.

For more information on rlogin, see the"Remote Terminals" chapter.
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7. TRANSFERRING FILES (ftp & rcp)

The ARPANET command, fip, allows a user to manipulate files on two machines simultaneously. You
can examine directories and move single or multiple files between systems. This program is designed
to be highly independent of the operating system.

An additional feature of fip is that it allows an anonymous user who does not have an account on your
machine to pick up or deposit certain files from a protected area of the fip home directory. Ftp does
not require (or understand) user equivalence.

The remote file copy command, rcp, does require user equivalence. The rcp command is a UNIX-

specific command and is most suitably used when you are transferring files between UNIX compatible
hosts.

For more information on fip and rcp, see the "File Transfer" chapter.
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8. REMOTE COMMAND EXECUTION (rcmd)

The remd command allows you to send commands to remote UNIX machines for execution and have
the results returned to you. To use rcmd you do not have to log onto the remote machine. (It is like a
pipe to another machine.) This command is useful for constructing distributed shell programs. To use
rcmd, the user must have equivalence on the target machine (the remote machine on which the user is
trying to execute the command).

This command may only be used with remote machines running UNIX or a compatible operating
system. Rcmd passes its standard input and outputs to the remotely executed command, and returns to
the issuing system all output which the remote command generates on standard output and standard
error.

You must have /usr/hosts in your search path to access machines directly. (For more information, see
the entry for rcmd(1) in the TCP User’s Reference.)

NETWORKING COMMANDS 2-9



Chapter 3

REMOTE COMMAND EXECUTION

RCMD



)

Chapter 3

1. INTRODUCTION .
2. REMOTE COMMAND EXECUTION
2.1 INVOKING RCMD
2.2 SAMPLE RCMD SESSION
2.3 REMOTE PRINTING .
2.4 SHELLSCRIPT PROGRAMMING USING RCMD

PAGE

W W N N N =



)

)

Chapter 3

REMOTE COMMAND EXECUTION
RCMD

1. INTRODUCTION

This chapter is an overview of remote command execution over the network and is written for the
network user.
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2. REMOTE COMMAND EXECUTION

The remd command allows you to send commands to remote UNIX machines for execution and have
the results returned to you. To use rcmd you do not have to log onto the remote machine. (It is like a
pipe to another machine.) This command is useful for constructing distributed shell programs. To use
rcmd, the user must have equivalence on the target machine (the remote machine on which the user is
trying to execute the command).

This command may only be used with remote machines running UNIX or a compatible operating
system. Rcmd passes the command its standard input and outputs the command’s standard output and
standard error.

2.1 INVOKING RCMD
Rcmd is invoked from the UNIX shell. You must specify the name of a remote machine and one or
more commands to be executed, for example,

$ remd admin Is

will execute the Is command on the machine named admin.

In most cases, you may omit specifying rcmd to the shell and simply put the name of the remote
machine and a command, for example,

$ admin Is

In order for this to work, you must have /usr/hosts in your search path to access machines directly.
(For more information, see the entry for remd(1) in the TCP User’s Reference chapter at the end of
this manual) The system administrator must set up the /usr/hosts file before you can do remote
command execution by typing the system name without the remd. See mkhosts(1M) in the TCP
Administrators Reference for detailed information.

Also, you may specify two options when invoking remd:

-1 user Generally, the command you specify will be executed under your user name on the
remote machine. The -1 option allows you to specify that the command be executed
under another user name, for example,

$ remd admin -1 tom Is
Whether you use your user name or another user name, you have to establish

permission for yourself on the remote machine before the command can be
executed.

-n The -n option prevents remd from sending the standard input file to the remote
command you specify and prevents remd from reading up the standard input file by
making its standard input /dev/null instead of remd’s standard input. For example,

$ remd admin -n -l tom Is

"Reading up" means reading the file and buffering it. Rcmd buffers data in the
standard input file regardless of whether the remote command reads it.

2.2 SAMPLE RCMD SESSION

The following example shows remd being used to run the who(1) command on a remote machine called
"admin" and to place the output in a file on the local machine by redirecting standard output.

$ remd admin who > /tmp/admin.who

To redirect the standard output to the remote host, we would do the following:
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$ remd admin who > /tmp/admin.who

2.3 REMOTE PRINTING

Rcmd can be used for remote printing, as in the following which prints file testfile on the default
printer on system systemx:

$ cat testfile | rcmd systemx Ip

2.4 SHELLSCRIPT PROGRAMMING USING RCMD

Many useful shell programs can be written using the capabilities of the UNIX networking commands to
use pipes across the network. (See pipe(2) in the UNIX Programmer’s Reference Manual.) Such shell
programs can be the glue that make a distributed system most useful. Some examples of systems based
on shell programs are:

« remote line printer spooling using rcmd and the UNIX Ip system.

o distributed text processing using troff(1). In this system, macroprocessing is done at the user’s
node, the font crunching is done on a lightly loaded back-end machine, and printing is done on a
machine with a laser printer.

o read/write a cpio archive on a remote tape drive
« kill a process on a remote machine

« backup/restore remote file systems
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Chapter 4

REMOTE TERMINALS
TELNET and RLOGIN

1. Introductidn

This chapter explains two commands that provide virtual terminal capability. "Terminal" indicates that
the command allows your terminal on your local machine to act as a terminal on a remote machine
over the internet. "Virtual" indicates that no physical connection is made to the remote machine.
Rather, the command simulates a physical line between your terminal and a remote machine.

The virtual terminal commands are

o telnet(1)

o rlogin(1)
The telnet command provides virtual terminal access to other machines on the internet. Using telnet,
you can login to any host on the network for which you have permission just as if you were a local user
of that machine. Once telnet is invoked, your terminal is linked to a remote machine and data that you

type is passed to that machine. Responses from the remote machine will be displayed on your
terminal’s screen.

For communicating with other machines running the UNIX operating system, the rlogin command can

be used in place of telnet. Rlogin provides a virtual terminal access to UNIX-like machines that is
specific to the UNIX operating system. See "The Rlogin Command," below.
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2. THE TELNET COMMAND

Telnet is an interactive program which allows you to communicate with a remote machine in a terminal
session. Once you invoke telnet, you will interact with telnet until you exit and return to the shell
(calling program).

2.1 COMMAND AND INPUT MODES

Whenever telnet is connected to a remote machine, it operates in input mode. Input mode transfers all
the characters you type to the remote machine and displays all data sent to you by the remote machine
on your terminal’s screen. The one exception to this is a special character called the escape character,
"], which places telnet in command mode if you type it. (This escape character is not the same as the
Escape command of your keyboard. It is produced by typing Control-]).

In command mode, data that you type is interpreted by telnet to allow you to control telnet operation.
Command mode is also active when telnet is not connected to a remote host.

2.2 TELNET OPTIONS

When felnet is in input mode, it communicates with the remote host based on a number of options.
These options specify how operating system and terminal specific properties of terminal to computer
communications, such as whether the echoing of the characters you type is done by telnet locally or by
the remote machine, will be performed. Telnet and the remote machine you specify will negotiate these
options and establish a compatible set of options for your terminal when you connect to a host.

2.3 INVOKING TELNET

You invoke telnet from the UNIX shell with the command felnet.

Optionally, you may specify the name of the remote machine with which you wish to communicate. For
example:

telnet admin

Machine names are defined by your system administrator. You can examine the machine names
available to you by listing the contents of the file /etc/hosts.

When you specify a machine name when you invoke felnet, telnet will establish a network connection to
that machine and enter input mode. You may also invoke telnet without a machine name, for example:

telnet

you do not specify a machine name, you must open a connection from within felnet using felnet’s open
command before you can log into a remote host. See "Telnet Commands” below.

24 TELNET COMMANDS

You may enter telnet commands whenever the felnet command mode prompt is displayed. The teinet
command prompt looks like:

# telnet
telnet>
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Telnet will be in command mode if you are not connected to a remote machine or when you enter the
escape character from input mode.

If command mode was not entered from input mode, felnet will generally remain in command mode
and display the command mode prompt again after you enter each command. If you use the open
command to establish a telnet connection to a remote machine, telnet will enter input mode.

If command mode is entered from input mode, telnet generally will return to input mode after
processing your command. If you use the close command to close the remote host connection, telnet
will remain in command mode after the command is processed. If you use the quit command, telnet
will exit and return you to the calling program, usually the shell.

Each command you give to telnet in command mode must be followed by a Return. Telnet will not
start a command until it receives a Return from you. If you make a mistake while typing a command,
you may use the shell line editing commands erase (Backspace) and kill (Cancel) to edit the characters
that you have typed.

When entering a command, you do not have to enter the full command name. You need only enter
enough characters to distinguish the command from other telnet commands.

Also, please note that the definitive syntax for all telnet commands should be found on the manual page
telnet(1) in the UNIX User’s Reference Manual.

open This command establishes a felnet connection to a remote machine. You should
specify the name of the remote machine as an option of the command, for example,

telnet > open admin

close This command closes the connection to the remote host and causes telnet to enter
command mode.

quit This command terminates your ftelnet session and exits telnet. The quit command
closes the connection to the remote machine if one is active.

z Suspend felnet. On systems with job control, this suspends telnet. On other systems,
it provides the user with another shell.

mode The following are subcommands/options of the mode command, whose syntax is
described in the man page telnet(1):

mode [ line | character ]

line The remote host is asked for permission to go into line at a time
mode.
character The remote host is asked for permission to go into character at a
time mode.
display Displays all or some of the set or toggle values.
send Sends one or more special character sequences to the remote host. The
subcommands/options of the send command are fully described in the man page
telnet(1):
send [ao | ayt | brk | ... ]
ao This command causes telnet to tell the remote machine to abort

sending any output that is in progress. This command is useful if
the remote host is sending you data that you do not wish to see and
you would like felnet to return to command mode on the remote
machine. The only output aborted is that currently being sent, you
may continue to communicate with the remote machine once the
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ayt

brk

€cC

el

ip

synch

escape

current output has been stopped.

This command causes telnet to send an "are you there?" message to
the remote machine. The remote machine will send you a message
back if it is active. This message is often simply causing the bell on
your terminal to sound although it may be a string of text which is
displayed on your terminal. This message is useful if the remote
host has not responded to your input and you wish to see if it is
inactive or just busy.

This command sends a message to the remote machine which has
the same significance as pressing the Break key on your terminal
would to your local machine. Since brk is implemented between a
terminal and a local machine as a set of physical signals, rather
than data, pressing the Break key on your terminal affects only the
local machine and is not sent to the machine to which you are
connected via telnet. You must use the brk command if you want
to send a break indication to a remote machine.

This command sends the felnet erase character message to the
remote machine. ec has the same meaning as the shell erase
(backspace) command does on your local machine. Since different
operating systems implement the erase character operation
differently, you may have to use the ec command, rather than the
shell erase character, when interacting with a remote machine.
The shell erase character can be used in command mode since
command mode’s operation is local to your machine.

This command sends the felnet erase line message to the remote
machine. EL has the same meaning as the shell kill (erase line)
command does on your local machine. Since different operating
systems implement the erase line operation differently, you may
have to use the EC command, rather than the shell kill command,
when interacting with a remote machine.

The shell kill command may be used in command mode since
command mode’s operation is local to your machine.

This command sends the telnet interrupt process message to the
remote machine. IP has the same meaning as the shell interrupt
command does on your local machine. Since different operating
systems implement the interrupt operation differently, you must
use the IP command, rather than the shell interrupt command,
when interacting with a remote machine. The shell interrupt
command may be used in command mode since command mode’s
operation is local to your machine.

This command sends a message to the remote machine telling it to
ignore any input you have sent but which has not yet been
processed on the remote machine. This command is useful if you
have typed ahead a number of commands and wish to cancel these
commands without terminating the felnet connection to the remote
machine.

Sends the current telnet escape character.
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nop Sends the felnet no-operation sequence.

toggle Toggles various flags which control telnet processing between TRUE and FALSE.
The subcommands/options of the toggle command are fully described in the man
page teinet(1):
toggle [ localchars | autoflush | ... ]
set This command allows you change felnet variable values. There are
subcommands/options of the set command, and their syntax is described in the man
page telnet(1):

set [ echo | escape | interrupt | ... ]

status This command shows you the status of the connection to the remote host as well as
the current options and escape character.

? This command displays information on your terminal about operating telnet. If you
specify a command name to help, information about that command is displayed. If
you just enter help, a list of all commands is displayed.

2.5 SAMPLE SESSIONS

A number of sample sessions are shown below which illustrate how telnet can be used in a variety of
ways. Communications with a host named THERE are shown.

2.5.1 Description of Session 1

This is a simple session illustrating basic telnet use. Telnet is invoked with a host name and opens a
connection to that host. Telnet displays "Trying..." to indicate it is trying to establish a connection and a
message indicating it is connected when the connection is established. 7Zelnet displays the current
escape character. (There is no options status display.) At this point, telnet has established the
connection to the remote machine and the remote machine displays its login prompt. The user then
logs into the machine using the same procedures that would be used for a local terminal on that
machine. The user does a listing of his directory on the remote machine. Having completed his work,
the user then types the escape character and telnet enters command mode and displays the command
mode prompt. The user enters the quit command and felnet closes the connection to the remote
machine and returns to the local shell.
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laiter$ telnet laioff

Trying 192.9.200.101 ...

Connected to laioff.

Escape character is '"]".

line down 0.15i “

line down 0.15i "

System V.3.2 UNIX (laioff.Lachman.COM)
line down 0.15i "

login: stevea

Password:

UNIX System V/386 Release 3.2

laioff

Copyright (C) 1984, 1986, 1987, 1988 AT&T
Copyright (C) 1987, 1988 Microsoft Corp.
All Rights Reserved

Login last used: Mon Feb 27 17:14:18 1989

laioff$ Is -xF

bell/ blot/ connect.h  connection.c dhry/
hi* hi+.c hi.c hin* hin.c

hn* hn.c indent/ intel/ ip_icmp.h
jam/ linger* lingerc  mailstats.c+ maketd/
maketd+/  maxmin ot* ot.c ot2*
ot2.c ping+* ping.c profiler/ qt/
ripsoak*  ripsoak.c  sr.sh* st.c sw/

t* tc tep/ tcp.sh* tcp0227/
laioff$

telnet> quit

Connection closed.

laiter$

2.5.2 Description of Session 2

This session illustrates alternative ways to log in and out of a remote machine with telnet. Telnet is
invoked without a machine name and enters command mode. The user does a status command and
telnet indicates that no connection is established. The user then uses the telnet open command to
establish a connection and place felnet into input mode. The user receives a login message from the
remote system. The user then logs into the machine using the same procedures that would be used for
a local terminal on that machine. Having completed his work, the user logs out of the remote machine.

The remote machine then closes the connection. Telnet terminates automatically and returns to the
local shell.
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laiter$ telnet cliff

Trying 192.9.200.26 ...
Connected to cliff.
Escape character is ']".

System V.3.1 UNIX (cliff.Lachman.COM)

login: aes

Password:

UNIX System V Release 3.1

cliff

Copyright (c) 1987 AT&T

ALL RIGHTS RESERVED

Login last used: Thu Feb 2 11:26:03 1989

/ : Disk space: 4.70 MB of 14.94 MB available (31.50%).

Jusr : Disk space: 5.29 MB of 45.65 MB available (11.61%).

Total Disk Space: 10.00 MB of 60.59 MB available (16.51%).

[cliff] ed /usr/tcptest

[cliff] Is -xF

Config*  NConfig = README bint/ data/
ftpsoak.out run.out src/

[cliff] exit

Connection closed by foreign host.

laiter$
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3. THE RLOGIN COMMAND

The rlogin(1) command connects you to a shell on a remote machine. Rlogin is similar to telnet but is
specific to UNIX-compatible machines and allows you to access the same UNIX commands on a
remote machine as felnet but is more convenient than felnet in that, once you have logged onto a
remote machine, it is as if it is now your local machine and you do not have to know the special
commands used in telnet. This command can only be used with remote machines running UNIX or a
compatible operating system. The TERM variable in the remote shell is set to the value you are using
in your local shell.

Once invoked, rlogin will pass all data you input to the remote machine and display all output from that
machine on your terminal’s screen.

3.1 INVOKING RLOGIN
Rlogin is invoked from the UNIX shell. You must specify the name of a remote machine, for example,
rlogin admin

In most cases, you may omit specifying rlogin to the shell and simply put the name of the remote
machine, for example,

admin

Your system administrator must have configured UNIX to accept the name of the remote machine
without specifying rlogin in order for you to be able to use this feature. You must also have /usr/hosts
in your search path. Your system administrator can advise you on how your machine is configured.

3.2 RLOGIN OPTIONS
You may specify three options when invoking riogin.

-ec The -e options causes rlogin to use the character c instead of tilde (7) as the escape
character to enter when exiting riogin, for example,

rlogin admin -e!
sets the exclamation point as the rlogin escape character.

-1 <user> The -1 option (lower-case L) allows you to specify that you wish to be logged in under
another user name, for example,

rlogin admin -| mike

(Generally, riogin logs you in to the remote machine with the same user name as you
are using on your local machine.)

-8 The -8 option tells rlogin to turn off the stripping of parity bits, and pass 8 bit
characters through to the remote end.

Whether you use your user name or another user name, you must have established user equivalence for

yourself on the remote machine to which you are logging in. The system administrator of the remote
machine can advise you on how the remote machine is configured.

3.3 USING A TILDE IN THE TEXT

To send a line of input beginning with a tilde (") to the remote machine, begin that line with another
tilde (the escape character).

4-8 REMOTE TERMINALS



)

3.4 EXITING RLOGIN

To exit rlogin and return control to your local shell, type the escape character (the tilde) and a period

)

Simply exiting your remote shell also causes rlogin to return control to your local shell.
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Chapter 5

FILE TRANSFER
FTP and RCP

1. Introduction

This chapter describes two command programs you can use to transfer files, fip(1) and rcp(1).
Information in this chapter includes:

o when and why to use the commands, including sample sessions

 how to invoke and exit the commands

o how to use the command options

o detailed descriptions of the commands you can use within the ftp program

e description of the rcp program
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2. OVERVIEW

The fip command allows you to transfer files between your current node and other machines on the
internet. Ftp is an ARPANET command program. Fip is an interactive program which allows you to
input a variety of commands for file transmission and reception, and for examining and modifying file
systems of machines on the network. Once you invoke fip, you interact with fip’s command mode until
you exit ftp and return to the calling program.

Once fip is invoked, a set of commands is provided for use within ftp. These are described below in
alphabetical order under "FTP Commands."

Ftp is available under a wide range of operating systems. When communicating with machines running
the UNIX operating system, the rcp command can be used in place of fip. Rcp provides file transfer
among UNIX machines that is specific to the UNIX operating system.
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3. THE FTP COMMAND

3.1 COMPATIBILITY OF FTP COMMANDS WITH INTERNET SYSTEMS

In addition to fip commands that use standard fip protocol functions, a number of commands are
provided that use optional fip protocol functions that cannot be supported by all operating systems.
These commands should be used only in communicating with machines running UNIX or a compatible
operating system. The commands whose use should be restricted in this way are indicated in the
command descriptions, below. When communicating with a remote machine that does not run UNIX,
you should ask your system administrator whether it supports these fip commands. Some fip servers do
not support all the commands.

3.2 FTP FILE TRANSFER MODES

Ftp allows you to transfer files in one of two modes: ASCII mode and binary mode. ASCII mode is
used for text files which can be represented in standard ASCII code. Binary mode is used for binary
data which must be represented as strings of contiguous bits. For communication among UNIX
machines, the ASCII mode can be used for most file transfers. For communication to non-UNIX
machines, the binary mode may be required for transferring some files such as program object
modules. Your system administrator can advise you on when to use which file transfer mode.

3.3 FTP FILE NAMING CONVENTIONS
If the first character of a file name you specify to fip is a hyphen (-), fip uses its standard input (for
reading) or the standard output (for writing).

If the first character of a file name you specify to fip is a vertical bar (|), the remainder of the file name
is interpreted as a shell command. Fip will create a shell with the file name supplied as a command
and then use its standard input (for reading) or the standard output (for writing). If the shell command
includes spaces, the file name must be appropriately quoted. For example

|l| ls 'lS"

3.4 INVOKING FTP
You invoke ftp from the UNIX shell with the command fip.

After ftp is started, the fip prompt is displayed on your terminal. The ftp prompt looks like:
ftp>

Optionally, you may specify the name of the remote machine with which you wish to communicate. For
example:

$ ftp admin

Machine names are defined by your system administrator. Before using fip, you can examine the
machine names available to you by listing the contents of the file /etc/hosts.

When you specify a machine name when you invoke fip, fip will establish a network connection to that

machine to allow you to transfer files. This is equivalent to using the fip open command to start a
connection to the host you name. You may also invoke fip without a machine name, for example:
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$ fip

If you do not specify a machine name from the shell, you must open a connection frO}'n wnhm fip using
ftp’s open command before you can transfer files. See "FTP Commands” for a description of the open

command.

3.4.1 Ftp Command Options

In addition to specifying a host name when invoking fip, you may also specify a number of options
which modify how fip will operate. These options must be placed after the command name (fip) but
before the host name if you are specifying one. The options you may specify when invoking fip all
consist of a hyphen (-) followed by a single letter, for example, -v.

(Each of these options has a corresponding command, of the same name, that can be used within fip.
You should compare the use of the options with the corresponding fip command. See "Ftp Commands"
below, for a description of the fip commands.)

-v causes fip to operate in verbose mode. In verbose mode, the fip protocol messages
sent by the remote machine to fip are displayed on your terminal. Also, if you use
verbose mode, statistics are displayed after the completion of each file transfer.
Normally, verbose mode is on by default if fip is being run interactively. If fip is
being run in a script, verbose mode is off, and the -v option will turn on verbose
mode. You may also modify whether verbose mode information is displayed from
within ftp with fip’s verbose command.

-d causes fip to operate in debug mode. In debug mode, the fip protocol messages sent
by fip to the remote machine are displayed on your terminal. If you do not use the -d
option, this information is not displayed. You may also modify whether debug mode
information is displayed from within fip with fip’s debug command.

- causes fip to transfer files in image (binary) mode. If you do not use the -i option,
files are transferred in ASCII mode. You may also modify which file transfer mode
to use from within fip with fip’s ASCII and binary commands.

-n causes fip to not use autologin mode when connecting to a remote machine. When
autologin mode is used, fip will try to automatically identify you to the remote
machine and log you in to that machine. If you use the -n option to turn off
autologin, you will have to use the user command to login to the remote machine
manually.

-g causes fip to disable expansion of UNIX file name wild cards such as *. If you do not
use the -g option, fip will expand file names you enter with wild cards in them into
lists of files. You may also modify whether wild card expansion is used from within
ftp with fip’s glob command.

Some examples of options:
$ ftp -v -d admin

invokes fip with verbose and debug modes on and causes fip to open a connection to the remote

machine named admin. Debug mode causes the commands sent to the remote machine to be
displayed. Verbose mode causes us to see the responses received and the statistics in bytes received.

$fip-v-d

invokes fip with verbose and debug modes on but does not cause any connection to be opened.
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$ ftp -n -g admin

invokes ftp with autologin and wild card expansion mode off and causes ftp to open a connection to the
remote machine named admin.

$ftp-ng

invokes ftp with autologin and wild card expansion mode off but does not cause any connection to be
opened.

3.4.2 Using the .Netrc File For Automatic Login

As an optional convenience feature you can create a file named .netrc in your home directory. This file
contains a line entry containing the login data for each machine you wish fip to open automatically. See
netrc(4) for detailed information on this file.

When you invoke fip specifying a machine, or when you subsequently open a machine, fip reads the
netrc file. If you have an entry for that particular machine, fip automatically conducts the login
protocol exchange with its counterpart at the remote machine. It supplies your login name and
password if you have entered your password in the file. If you open a machine in verbose mode, you
can see the transactions taking place.

The format of the file consists of blank-separated fields introduced by keywords:

machine <name > login <name > password <password >

where machine, login, and password are keywords followed by the literal data needed for login:

machine The name of the node.
login The user login name for that node.
password The user’s password on that node. (The password is given in normal, unencrypted

text.) If you do put your password in the file, you must read /write protect the file, by
setting permissions, to prevent discovery of your password, otherwise fip will not let
you use the file. (There is still some risk here in putting your password in the file.
You must weigh the security considerations.) Ask your system administrator before
using this feature.

If you do not enter your password in the file, ftp prompts you for your password.
Example:
machine admin login guido password open

where "admin" is the node; "guido" is the user who logs into admin; "open" is guido’s password.

3.5 FTP COMMAND DESCRIPTIONS

When fip displays this prompt, you can enter one of the commands described below. When the
command is complete, the fip prompt is displayed again. Depending on whether you turn on verbose
or debug modes, other messages may also appear on your terminal.

Each command you give to fip must be followed by a return. Fip will not start a command until it

receives a return from you. If you make a mistake while typing a command, you may use the shell line
editing commands erase and kill to edit the characters that you have typed.
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You do not have to enter the full command name, only enough characters to distinguish the command
from other ft(p commands. In each of the following command descriptions, the minimum number of
characters you are required to enter are underlined in the command name at the beginning of the
description.

! The ! command causes fip to be suspended and a shell on the local machine to be
invoked on your terminal. Any character(s) you type after entering the exclamation
point are executed as a command. You can return to fip by exiting the shell. This
returns all fip options and remote machine connections in the same state as before
you gave this command.

append The append command causes fip to add the contents of a local file to the end of a
file on the remote machine to which you are currently connected. You may specify
the files to be used when invoking the command, for example

ftp> append localfile remotefile
or you may just use the command name and have ftp prompt you for the file names,
for example,

ftp> append
(local-file) localfile
(remote-file) remotefile

When you use the append command, the remote machine you are connected to must
be a machine running UNIX or a compatible operating system.

ASCII The ASCII command causes fip to transfer files in ASCII mode.

bell The bell command causes fip to sound the bell at your terminal after each file
transfer is completed. The next time you enter the bell command, ftp will stop
sounding the bell after file transfers.

binary The binary command causes fip to transfer files in binary mode.

bye The bye command terminates your fip session and exits fip. The bye command closes
all your open connections.

cd The cd command changes the directory that you are working in on the remote
machine to a new directory name. You may specify the new directory name when
invoking the command, for example,

ftp > cd /fusr/bin

or you may just use the command name and have fip prompt you for the new
directory, for example,

ftp> cd
(remote-directory) /usr/bin
close The close command closes the current connection.
debug The debug command turns on and off debug mode. If debug mode is on, messages

sent by fip to the remote machine are displayed on your terminal. If debug mode is
off, this information is not displayed.

delete The delete command deletes a file on the remote machine to which you are currently
connected. You may specify the name of the file to be deleted when invoking the
command, for example,

ftp> delete remotefile

or you may just use the command name and have fip prompt you for the file name,

5-6 FILE TRANSFER



)

form

get

glob

hash

for example,

ftp> delete
(remote-file) remotefile

The dir command displays a detailed listing of the contents of a directory on the
remote machine to which you are currently connected. (Compare Is below.) You can
specify the name of the directory to be listed when invoking the command, for
example,

ftp> dir /usr/bin

If you do not specify a directory name, the current working directory on the remote
machine is listed.

You can also specify that the results of this command are placed in a file rather than
displayed on your terminal by giving fip a file name on your local machine in which
to store the directory listing, for example,

ftp> dir /usr/bin printfile

You must specify a directory name with the printfile. If you want to list the current
directory in a file called "printfile," use:

ftp> dir . printfile

where "." stands for the current directory.

The form command displays the file format used. Currently, only the nonprint
format is supported.

The get command retrieves a file from the remote machine to which you are
currently connected and stores it on your machine. You may specify the name of a
file on the remote machine and a file name on your machine for the file to be stored
in when you invoke the command, for example,

ftp> get remotefile localfile

Or you can simply specify the name of a file on the remote machine to retrieve the
file to your local machine and give it the same name as the file on the remote
machine,

ftp> get remotefile

Or you may just use the command name and have fip prompt you for the file names
to use, for example,

ftp> get

(remote-file) remotefile

(local-file) localfile

If you omit the local file name, the get command will create a file on your machine
with the same name as the file on the remote machine.

The glob command causes fip to disable expansion of UNIX file name wild cards
such as *. The next time you enter the glob command, wild card expansion will be
reenabled. If wild card expansion is enabled, fip will expand file names you enter
with wild cards in them into lists of files.

The hash command causes fip to display a pound sign (#) after each block of data it
sends to or receives from the remote host. The size of a data block varies from
system to system, but is typically 1024 bytes. The next time you enter the hash
command, fip will stop displaying pound signs after each data block.
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help

led

mdelete

mdir

mget

The help command displays information on your terminal about operz{ting. ftp. If you
specify a command name to help, information about that command is displayed. If
you just enter help, a list of all the fip commands is displayed.

The lcd command changes the working directory used by fip on your machine. You
may specify a directory name to be used as the working directory, for example,

ftp> led /usr/deb

If you do not specify a directory name, your home directory will be used.

The Is command displays an abbreviated listing of the contents of a directory on the
remote machine to which you are currently connected. You may specify the name of
the directory to be listed, for example,

ftp> Is /usr/bin

If you do not specify a directory name, the current working directory on the remote
machine is listed.

You may also specify that the results of this command are placed in a file rather than
displayed on your terminal by giving fip a file name on your local machine in which
to store the directory listing, for example,

ftp> Is /usr/bin printfile
You must specify a directory name with the printfile. If you want to list the current
directory in file called "printfile," use:

ftp> Is . printfile

where "." stands for the current directory.

The mdelete command deletes a list of files on the remote machine to which you are
currently connected. You may specify the name of the files to be deleted when
invoking the command, for example, '

ftp> mdelete remotefile1 remotefile2
or you may just use the command name and have fip prompt you for the file
name(s), for example:

ftp> mdelete
(remote-file) remotefile1 remotefile2

The mdir command obtains a directory listing for a list of remote files and places the
result in a local file. You may specify the list of remote files and the local file when
invoking the command for example,

ftp> mdir remotefile1 remotefile2 printfile
or you may just use the command name and have fip prompt you for the file name,
for example,

ftp> mdir
(remote-files) remotefile1 remotefile2 printfile
local-file printfile? y

The mget command retrieves several files from the remote machine to which you are
currently connected and stores them on your machine. The files stored on your
machine have the same names as the files on the remote machine.

You may specify the list of remote files when invoking the command for example,

ftp> mget remotefile1 remotefile2

or you may just use the command name and have fip prompt you for the file names,
for example,
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mkdir

mls

open

prompt

put

ftp> mget

(remote-files) remotefile1 remotefile2
The mkdir command creates a directory on the remote machine to which you are
currently connected. You may specify the name of the directory to be created when
invoking the command for example,

ftp> mkdir /u/mydir

or you may just use the command name and have ftp prompt you for the directory
name, for example,

ftp> mkdir
(directory-name) /u/mydir

Not all fip servers support the mkdir command.

The mls command obtains an abbreviated directory listing for a list of remote files or
directories and places the result in a local file. You may specify the list of remote
files or directories and the local file when invoking the command for example,

ftp> mis remotefile 1 remotefile2 printfile

or you may just use the command name and have ftp prompt you for the file name,
for example,
ftp> mis

(remote-files) remotefile1 remotefile2 printfile
local-file printfile? y

The open command establishes a connection to a remote machine which may then be
used for file transfer commands. You may specify the name of the remote machine
when invoking the command, for example,

ftp > open admin

or you may just use the command name and have fip prompt you for the machine
name, for example,

ftp> open
(to) admin

If you specify a host name when invoking the command, you may also optionally
specify a port number on the remote machine. If a port number is specified, fip will
attempt to open a connection to the remote machine at that port rather than the
default port for ftp. You should only use this option if you are asked to do so by your
system administrator. If you do not specify a port number, fip will not prompt you
for one.

The prompt command causes ftp not to ask you for permission to proceed between
files in multiple file commands such as mget. The next time you enter the prompt
command, fp will start asking you for permission to proceed between files.

The put command transfers a file from the local machine to the remote machine to
which you are currently connected and stores it. You may specify the name of a file
on your machine and a file name on the remote machine when you invoke the

command, for example,

ftp> put localfile remotefile

or

ftp> put localfile
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pwd

quit

quote

recv

remotehelp

rename

rmdir
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or you may just use the command name and have fip prompt you for the file name(s)
to use, for example,
ftp> put

(local-file) localfile
(remote-file) remotefile

If you omit the remote file name, the put command will create a file on the remote
machine with the same name as the file on the local machine.

The pwd command cause fip to print the name of the current working directory on
the remote machine to which you are currently connected.

(The same as the bye command above)

The quote command causes the arguments you enter to be sent to the remote
machine for execution. Arguments must be fip protocol commands and arguments.
The fip protocol commands that a remote host supports may be displayed with the
remotehelp command. You may enter the command string to be sent when invoking
the command, for example,

ftp> quote NLST

or you may just use the command name and have fip prompt you for the command
line to use, for example,

ftp> quote
(command line to send) NLST

You should not use this command unless asked to do so by your system
administrator.

(The same as the get command above)

The remotehelp command requests help from fip at the remote machine to which
you are currently connected. The information returned by the remote machine
indicates which fip commands it can support.

The rename command renames a file on the remote machine to which you are
currently connected. You may enter the file names to be used when invoking the
command, for example,

ftp> rename remotefile1 remotefile2

or you may just use the command name and have fip prompt you for the file names
to use, for example,

ftp> rename
(from-name) remotefile1
(to-name) remotefile2

The rmdir command removes a directory on the remote machine to which you are
currently connected. You may specify the name of the directory to be removed when
invoking the command for example,

ftp> rmdir /u/mydir

or you may just use the command name and have fip prompt you for the directory
name, for example,
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trace

user

)

ftp> rmdir -
(directory-name) /u/mydir

Not all fip servers support the rmdir command. send

The sendport command causes fip to disable specifying a local port to the remote
machine for a data connection. The next time you enter the sendport command,
specification of local ports will be reenabled. The default mode for local port
specification when fip is invoked is on. You should not use this command unless
asked to do so by your system administrator.

The status command causes fip to display its current status on your terminal. This
status includes the modes you select with the bell, form, hash, glob, port, prompt,
and type commands.

The type command sets the file transfer type to one that you specify. Valid values
are ASCII and binary. The type command is another way of invoking the ASCII and
binary commands. If you do not specify a type when invoking this command, ASCII
is used.

The trace command causes fip to enable packet tracing. The next time you enter the
trace command, specification packet tracing will be disabled. You should not use
this command unless asked to do so by your system administrator.

The user command allows you to identify yourself to the remote host when
establishing a connection. If autologin was not disabled with the -n option when
invoking ftp, this command is not required. If autologin is disabled or an autologin is
not configured for you on the remote machine, you will have to use the user
command to tell the remote machine who you are.

Three pieces of information are used to tell the remote machine who you are: a login
name, a password, and an account name.

User name is required for all machines, password and account name are required
only by some systems. Your system administrator can tell you what information is
required by what machines and what are valid user and account names and
passwords for a machine you wish to communicate with.

(See "Using the .netrc File For Automatic Login," above.)

You may enter the information to be used with the user command when invoking the
command, for example,

ftp> user mike cat myaccount

Also you may just use the command name and have fip prompt you for the
information to use, for example,

ftp> user

(username) mike

password:
Account: myaccount

Note that ftp will not echo your password when you type it to protect the security of
this information. If a password or account is not required on the remote machine
with which you are connecting, the password and account prompts will not be
displayed.
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verbose The verbose command causes fip to enable verbose mode. The next time you enter
the verbose command, verbose mode will be disabled. In verbose mode, the: fip
protocol messages sent by the remote machine to fip are displayed on your terminal.
Also, if you use verbose mode, statistics are displayed after the completion of each
file transfer. If you do not use verbose mode, this information is not displayed.

? (Another name for the help command.)

3.6 SAMPLE FTP SESSIONS

This sample session illustrates how fip can be used. Three hosts are used in these sessions, the local
host HERE and the remote hosts THERE.

3.6.1 Description of Session 1

This is a simple session illustrating fip use for sending and receiving files. Fip is invoked with a host
name and automatically logs the user into that host since the -n (disable autologin) option was not
used.

The user first turns off verbose mode. Then they change the working directory on the remote machine
to the /etc directory. Since the -d (debug) option was not used, and since verbose is turned off, no
messages other than the fip prompt are displayed by fip.

The user does a directory listing of the /etc directory on THERE using the Is command for an
abbreviated listing. Ftp shows four files in /etc on THERE. The command get "passwd" is then issued
to copy the file passwd from THERE to HERE. A file named passwd is created on HERE since no
local file name was specified.

The put command is then used to copy a file called wall from the current working directory on the local
machine to the remote working directory (/etc) on the remote machine (THERE) Once again, the
same file name is used since no remote file name was specified. After the transfer is complete, a
directory listing is requested which now shows five files in /etc on THERE including the file wall which
was just sent from HERE.

The bye command is then used to exit fip and return to the shell.
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$ ftp THERE

Connected to THERE

220 THERE FTP server (Version 4.160 #1 Mon Feb 27 14:15:25 CST 1989) ready.
Name (THERE:stevea):

Password (THERE:stevea):

331 Password required for stevea.
230 User stevea logged in.

ftp> verbose off

Verbose mode off.

ftp> cd /etc

ftp> Is

passwd

volcopy

whodo

ftp> get passwd

ftp> put wall

ftp> Is

passwd
volcopy
wall
whodo
ftp> bye
$

3.6.2 Description of Session 2

This session illustrates the displays caused by using a number of fip options. After invoking fip with the
remote host name, the user issues commands to turn on debugging. Ftp displays a message indicating
that this option is now enabled.

The user then changes the remote working directory to /etc. Since debug and verbose modes are on,
fip displays messages showing the command sent to the remote machine, (---> CWD /etc), and the
response received from the remote machine, (200 CWD command okay.). Note that the cd command,
which has a form the same as UNIX’s change directory command, is sent as a CWD command (for
change working directory) to the remote machine. The CWD command is fip’s way of saying cd
independently of any specific operating system command language.

Following the cd command, the user does a pwd command to verify the working directory. Once again,
fip displays the messages sent between the local and remote machines and then displays the current
remote working directory. The user then turns on the hash option. Fip displays a message indicating
that this option is now enabled.

The command "get wall myfile" tells fip to retrieve the file wall and place it in the file myfile in the
user’s local working directory. Ftp displays the messages sent between the two hosts to begin the
transfer and then prints a hash mark for each block (1024 bytes) of information received. After the
transfer is complete, statistics are displayed showing the total time required and the data rate for the
transfer.

After the file is received, the user closes the connection with the close command and exits ftp with the
bye command.
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$ ftp THERE
Connected to THERE

220 THERE FTP server (Version 4.160 #1 Mon Feb 27 14:15:25 CST 1989) ready.

Name (THERE:stevea):

Password (THERE:stevea):

331 Password required for stevea.

ftp> debug

Debugging on (debug = 1)

ftp> cd /fetc

—> CWD /etc

200 CWD command okay.

ftp> pwd

-> PWD

251

ftp> hash

Hash mark printing on (1024 bytes/hash mark).
ftp> get wall myfile

—> PORT 3,20,0,2,4,51

200 PORT command okay.

—> RETR wall

150 Opening data connection for wall (3.20.0.2,1075)(24384 bytes).
d g a2 222322222 2y

226 Transfer complete.

24550 bytes received in 12.00 seconds (2 Kbytes/s)
ftp> close

-> QuUIT

221 Goodbye.

ftp> bye

$
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4. UNIX FILE COPY - THE RCP COMMAND

’I.'he. rcp command allows you to copy files between any two UNIX machines on the internet. Rcp is
similar to fip })ut has a syntax much like the UNIX ¢p command. This command may only be used with
remote machines running UNIX or a compatible operating system.

4.1 INVOKING RCP

Rcp is invoked from the UNIX shell. You must specify the name of local files to copy and where they
are to be copied to, for example,

# rcp admin: /etc/hosts hosts.admin

As shown, file names for rcp follow a convention that is an extension of the UNIX file name
convention. File names may take one of three forms, where a file name names a file or a directory.
Valid forms for file names are:

e user@machine:filename

o machine:filename

o filename

where,

machine is the name of the machine which contains or will contain the file. If you do not
specify a machine, the file is assumed to reside on your local machine.

user is the user name on the machine you specify. If you do not specify a user name, your
user name on your local machine is used. Whether you use your user name or
another user name, you must have established permission for yourself on the
machine where the file is located. The system administrator of the remote machine
can advise you on how the remote machine is configured.

filename is a standard UNIX file name which may include a directory path. If the filename

you specify does not begin with a slash (/), the filename is assumed to be relative to
the specified user’s home directory. The filename may include wild cards but these
may have to be quoted to prevent their expansion on your local machine.

An exclamation point may be used in place of the colon in rcp filenames.

If you specify only a directory name for the destination of an rcp command, the file(s) you specify are
copied into that directory with the same names as the files copied.

4.2 OPTIONS TO RCP

You can specify an option when invoking rcp.

-1 This option allows the copying of directory trees. If the file specified for copying is a
directory and you specify -r, the entire directory tree under that directory is copied.
When -r is specified, the destination of the rcp command must be a directory. When
you do not specify the -r option, requesting the copying of a directory is an error.

4.3 SAMPLE RCP SESSIONS

In the following examples, two remote machines on the network are used named THERE-C and
THERE-CL1.
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The first example copies a file named list from the user’s current directory to her home directory on
THERE-C:

# rep list THERE-C:list

The next example copies a directory hierarchy to a directory tree rooted in src within user’s home
directory on THERE-C.

# rcp -r /net/src THERE-C:src

This example shows the user copying a file from the home directory of a user named mike on
THERE-C to the /usr/tmp directory on THERE-C1. The copy on THERE-C1 is to belong to a user
named deb.

# rcp mike@THERE-C:list deb@THERE-C1: /usr/tmp
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alias

ARPA

block

broadcast network

BSD

bus

connection

DARPA

data link level

datagram

DDN

daemon

destination
destination address
flags

flow control

fragment

TCP/IP GLOSSARY

An alias is an alternate host name, which can be created as a convenience in
addressing a host on a local network whose unique primary name is long
and/or complicated.

Address Resolution Protocol is used by Ethernet for address mapping,.

Now called DARPA, stands for Defense Advanced Research Projects
Agency. ARPANET is the network based on the work sponsored by this
agency. See also DDN

A block (noun) is usually 1024 bytes.

A broadcast network is one that "broadcasts" all transmissions instead of
from point to point. Each node then "grabs" the transmissions intended for
them. For example, Ethernet broadcasts down its bus.

Berkeley Software Distribution

A set of parallel signals implemented in hardware in a standard manner so
that multiple devices can access it and communicate over it.

A connection is a logical communication path identified by a pair of sockets.

Department of Defense Advanced Research Project Agency, formerly called
ARPA. This agency sponsored the network architecture research project
upon which ARPANET is based. ARPANET is a large governmental
internetwork, called the Internet, part of which is the Defense Data Network
(DDN). See also DDN and Internet.

Data link level is the communications protocol for the physical media-link
used to transport the data.

A datagram is a message sent in a packet switched computer
communications network. The message made up of source and destination
addresses and the data itself. The datagram model implies that no
connection, such as a virtual circuit is needed, to send them and that they are
not required to be delivered reliably or in sequence. See also packet.

Defense Data Network. The Defense Data Network (DDN) is a set of
communications capabilities which links together computer systems within
the Department of Defense (DoD). The DDN allows users of these
computer systems to send mail and files between systems and to access other
computers on the network in interactive terminal sessions. The DDN is part
of the DARPA Internet. See Internet

A daemon is a UNIX system service. It is a program that is active in the
background but not connected to a terminal.

The destination address, an internet header field.
The destination address, usually the network and host identifiers.
Flags is an internet header field carrying various control flags.

Flow control is the function and process of regulating the traffic and amount
of data between flowing nodes so that neither node is sent more data than it

can handle at a given time

A fragment is an IP packet that is one part of a UDP or TCP message.
Messages may be split up, or fragmented, into fragments by IP if the
message length exceeds the capability of the data link.



gateway

header
host

ICMP

Identification

install

Internet

Internet Address

Internet datagram
internet module
Internet Protocol
internetwork

IP

layer

Local Address

local packet

machine

module

A software service installed at a switching node that connects two or more
networks, especially if they use different protocols. A gateway provides
UNIX internetworking with an extended logical network by transparently
attaching one or more physical networks.

A header is the control information at the beginning of a message, segment,
datagram, fragment, packet or block of data.

A host is a computer. In particular a source or destination of messages from
the point of view of the communication network.

Internet Control Message Protocol. ICMP is used by a gateway or
destination host to communicate with a source host, for example, to report
an error in datagram processing. ICMP, uses the basic support of IP as if
ICMP were a higher level protocol, however, ICMP is actually an integral
part of IP, and must be implemented by every IP module.

Identification is an Internet Protocol field. This identifying value assigned
by the sender aids in assembling the fragments of a datagram.

Install means to move the executable files from the distribution media to the
system disk. In context, install can also mean to perform all the steps
necessary to make a server or protocol operative

The Internet (spelled with initial capitalization) is the DARPA Internet
System. See DARPA :

Address is a source or destination address specific to the host level. It
consists of a four octet (32 bit) source or destination address consisting of a
Network field and a Local Address field.

An internet datagram is the unit of data exchanged between a pair of
internet modules (includes the internet header).

An internet module is an instance or individual implementation of the
Internet Protocol, residing at a local host or gateway.

Internet Protocol (IP) is the network level protocol used by UNIX
internetworking

An internetwork is a supernetwork made up of two or more networks able
to communicate with each other through gateways. See gateway

See Internet Protocol

A layer is a network function or set of related network functions that forms
an autonomous functional block in the superset of network architectural
functions. This method of partitioning the necessary network functions
allows each layer to interface transparently to adjoining layers and thereby
provides a method of making network components more manageable.

The Local Address the address of a host within a network. The actual
mapping of an internet local address on to the host addresses in a network is
quite general, allowing for many to one mappings.

A local packet is the unit of transmission within a local network.

A machine is a host computer. The use of this term is similar to "host," and
"node," but "machine” connotes the machine-specific or hardware aspects of
the host computer, whereas "node" connotes the logical aspects of a network
host. Host connotes the relationship of the local node machine to
application systems and remote hosts.

A module is an implementation, usually in software, of a protocol or other
procedure
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network
network interface

octet
OSI

packet

point-to-point

port
process

protocol

RFC

root

routing

server

socket

A network is a collection of computer nodes able to communicate with each
other

A network interface is the hardware and driver software that connects a host
to a physical network.

An octet is an eight bit byte.

(Open Systems Interconnection). OSI is a standard of the ISO. This
standard attempts to provide for consistent hardware and software interfaces
among network products. OSI and other standard setters such as IBM and
the National Bureau of Standards generally divide network architecture into
seven layers: physical, link, network, transport, session, presentation, and
application.

A packet is a package of data with a header which may or may not be
logically complete. More often a physical packaging than a logical packaging
of data.

Point-to-point is a network configuration in which two points are connected
to each other by a dedicated line, which can be a direct cable connection, a
leased line, or a dialup to a service providing dedicated lines

A port is the portion of a socket that specifies which logical input or output
channel of a process is associated with the data.

A process is a program in execution. A source or destination of data from
the point of view of the TCP or other host-to-host protocol.

A protocol, in general, is a set of rules that enable a network entity to
understand a communicating entity; however, the entity that employs these
rules, such as the transport level protocol, TCP, is commonly referred to as a
protocol. Therefore, a protocol is a software entity that implements a
specific layer or function in a network architecture. In using the
programmatic interface, a protocol is the next higher level protocol
identifier, an internet header field.

Request For Comment. These refer to the "official" specification of Internet
protocols and addressing mechanisms which are published by the Network
Information Center of SRI in Palo Alto, CA and take the form of requests
for comment.

Root is the login name of the super user. The super user is the user who has
the widest form of machine privileges.

Dynamic, or adaptive, routing is the ability to transfer data automatically to
the destination node via alternative paths consisting of one or intermediate
nodes. Routing includes the ability to ascertain available paths and to decide
the best path, taking into account topology changes or node failures as they
occur

A server is a system service, called a demon. It is usually a user program
that runs in background, in user space, to provide a defined set of functions
to the user who uses it through the command interface. Each time a user
invokes it, the server provides a separate process for that user

A socket is a file descriptor made up of system of data structures and
pointers used by the kernel to identify and keep track of a process. It is an
address which specifically includes a port identifier, that is, the
concatenation of an Internet Address with a TCP port. Sockets are
transparent to the user. Programs must open sockets to access network
functions. Any one process cannot have more than 20 open files at a given
time.



superuser
TCP

tuple

UDP

user

X.25

See root

Transmission Control Protocol is a transport level, connection-oriented
protocol that provides reliable end-to-end message transmission over an
internetwork

A tuple is a mathematical term for set of numbers composed of two or more
factors. For example: [(XY)(AB)].

User datagram protocol is an unreliable user level transport protocol for
transaction-oriented applications. It handles datagram sockets. It uses the
IP for network services.

The user of the internet protocol. This may be a higher level protocol
module, an application program, or a gateway program.

X.25 is a circuit-switched network protocol used commonly in Europe and
less so in the United States. X.25 is based on a three-layer, peer-
communications protocol standard defined by the International Telegraph
and Telephone Consultative Committee (CCITT).
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INTRO(1) (Intel System V/386 TCP) INTRO(1)

NAME \

intro - introduction to networking commands

DESCRIPTION
This section describes publicly accessible networking utilities in alphabetical order.

SEE ALSO
Section (1M) in the TCP Administrator’s Guide and Reference for network administration commands.

DIAGNOSTICS
Upon termination each command returns two bytes of status, one supplied by the system giving the
cause for termination, and (in the case of ‘normal’ termination) one supplied by the program, see
wait(2) and exit(2) in the UNIX Programmer’s Reference manual. The former byte is 0 for normal ter-
mination, the latter is customarily 0 for successful execution, nonzero to indicate troubles such as
erroneous parameters, bad or inaccessible data, or other inability to cope with the task at hand. It is
called variously ‘exit code’, ‘exit status’ or ‘return code’, and is described only where special conventions
are involved. -
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FINGER (1) (Intel System V/386 TCP) FINGER(1)

NAME

finger - user information lookup program

SYNOPSIS

finger [ options ] name ...

DESCRIPTION

By default finger lists the login name, full name, terminal name and write status (as a “* before the ter-
minal name if write permission is denied), idle time, login time, and office location and phone number
(if they are known) for each current UNIX user. (Idle time is minutes if it is a single integer, hours
and minutes if a* is present, or days and hours if a ’d’ is present.)

A longer format also exists and is used by finger whenever a list of people’s names is given. (Account
names as well as first and last names of users are accepted.) This format is multi-line, and includes all
the information described above as well as the user’s home directory and login shell, any plan which the
person has placed in the file .plan in their home directory, and the project on which they are working
from the file .project also in the home directory.

Finger may be used to lookup users on a remote machine. The format is to specify the user as
“user@host.” If the user name is left off, the standard format listing is provided on the remote
machine.

Finger options include:
-m Match arguments only on user name.
1 Force long output format.

-p Suppress printing of the .plan files

-s Force short output format.

FILES
/etc futmp who file (current users)
[etc /wtmp who file (past logins)
[etc [passwd for users names, offices, ...
SHOME /.lastlogin last login information
SHOME /.plan plans
SHOME /.project projects

SEE ALSO
who(1),

BUGS

Page 1

fingerd(1M) in the TCP Administrator’s Reference.

Only the first line of the .project file is printed.
There is no way to pass arguments to the remote machine as finger uses an internet standard port.
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FTP(1)

NAME

(Intel System V/386 TCP) FTP(1)

ftp - ARPANET file transfer program

SYNOPSIS

fep[-v][-d][-i][-n][-g][host]

DESCRIPTION

Page 1

Fip is the user interface to the ARPANET standard File Transfer Protocol. The program allows a user
to transfer files to and from a remote network site.

The client host with which fip is to communicate may be specified on the command line. If this is done,
fip will immediately attempt to establish a connection to an FTP server on that host; otherwise, fip will
enter its command interpreter and await instructions from the user. When fip is awaiting commands
from the user the prompt ftp> is provided to the user. The following commands are recognized by fip:

! [ command [ args | ]
Invoke an interactive shell on the local machine. If there are arguments, the first is taken to
be a command to execute directly, with the rest of the arguments as its arguments.

$ macro-name [ args |
Execute the macro macro-name that was defined with the macdef command. Arguments are
passed to the macro "unglobbed". (refer to the glob command)

account [ passwd ]
Supply a supplemental password required by a remote system for access to resources once a
login has been successfully completed. If no argument is included, the user will be prompted
for an account password in a non-echoing input mode.

append local-file [ remote-file |
Append a local file to a file on the remote machine. If remote-file is left unspecified, the local
file name is used in naming the remote file after being altered by any ntrans or nmap setting.
File transfer uses the current settings for type, format, mode, and structure.

ascii  Set the file transfer type to network ASCII. This is the default type.
bell Arrange that a bell be sounded after each file transfer command is completed.
binary Set the file transfer fype to support binary image transfer.

bye Terminate the FTP session with the remote server and exit ftp. An end of file will also ter-
minate the session and exit.

case  Toggle remote computer file name case mapping during mget commands. When case is on
(default is off), remote computer file names with all letters in upper case are written in the
local directory with the letters mapped to lower case.

cd remote-directory
Change the working directory on the remote machine to remote-directory.

cdup  Change the remote machine working directory to the parent of the current remote machine
working directory.

close  Terminate the FTP session with the remote server, and return to the command interpreter.
Any defined macros are erased.

cr Toggle carriage return stripping during ascii type file retrieval. Records are denoted by a car-
riage return/linefeed sequence during ascii type file transfer. When cr is on (the default), car-
riage returns are stripped from this sequence to conform with the UNIX single linefeed record
delimiter. Records on non-UNIX remote systems may contain single linefeeds; when an ascii
type transfer is made, these linefeeds may be distinguished from a record delimiter only when
cr is off.

delete remote-file
Delete the file remote-file on the remote machine.
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debug [ debug-value ]

Toggle debugging mode. If an optional debug-value is specified it is used to set the debugging
level. When debugging is on, fip prints each command sent to the remote machine, preceded
by the string -->.

dir [ remote-directory | [ local-file |
Print a listing of the directory contents in the directory, remote-directory, and, optionally, plac-
ing the output in local-file. If no directory is specified, the current working directory on the
remote machine is used. If no local file is specified, or local-file is -, output comes to the ter-
minal.

disconnect
A synonym for clese.

form format
Set the file transfer form to format. The default format is file.

get remote-file [ local-file |
Retrieve the remote-file and store it on the local machine. If the local file name is not
specified, it is given the same name it has on the remote machine, subject to alteration by the
current case, ntrans, and nmap settings. The current settings for type, form, mode, and struc-
ture are used while transferring the file.

glob  Toggle filename expansion for mdelete, mget and mput. If globbing is turned off with glob,
the file name arguments are taken literally and not expanded. Globbing for mput is done as in
sh(1). For mdelete and mget, each remote file name is expanded separately on the remote
machine and the lists are not merged. Expansion of a directory name is likely to be different
from expansion of the name of an ordinary file: the exact result depends on the foreign
operating system and ftp server, and can be previewed by doing ‘mls remote-files -’. Note:
mget and mput are not meant to transfer entire directory subtrees of files. That can be done
by transferring a tar(1) archive of the subtree (in binary mode).

hash  Toggle hash-sign (“#”) printing for each data block transferred. The size of a data block is
BUFSIZ bytes. BUFSIZ is defined in <stdio.h>.

help [ command |
Print an informative message about the meaning of command. If no argument is given, fip
prints a list of the known commands.

led [ directory |
Change the working directory on the local machine. If no directory is specified, the user’s
home directory is used.

Is [ remote-directory | [ local-file
Print an abbreviated listing of the contents of a directory on the remote machine. If remote-
directory is left unspecified, the current working directory is used. If no local file is specified,
or if local-file is -, the output is sent to the terminal.

macdef macro-name

Define a macro. Subsequent lines are stored as the macro macro-name; a null line (consecu-
tive newline characters in a file or carriage returns from the terminal) terminates macro input
mode. There is a limit of 16 macros and 4096 total characters in all defined macros. Macros
remain defined until a close command is executed. The macro processor interprets *$’ and ’\’
as special characters. A’$ followed by a number (or numbers) is replaced by the correspond-
ing argument on the macro invocation command line. A ’$ followed by an °i’ signals that
macro processor that the executing macro is to be looped. On the first pass *$1’ is replaced by
the first argument on the macro invocation command line, on the second pass it is replaced by
the second argument, and so on. A ’\’ followed by any character is replaced by that character.
Use the ’\’ to prevent special treatment of the ’$’.
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mdelete [ remote-files ]
Delete the remote-files on the remote machine.

mdir remote-files local-file
Like dir, except multiple remote files may be specified. If interactive prompting is on, ftp will
prompt the user to verify that the last argument is indeed the target local file for receiving
mdir output.

mget remote-files
Expand the remote-files on the remote machine and do a get for each file name thus produced.
See glob for details on the filename expansion. Resulting file names will then be processed
according to case, ntrans, and nmap settings. Files are transferred into the local working
directory, which can be changed with ‘led directory’; new local directories can be created with
‘¢ mkdir directory’.

mkdir directory-name
Make a directory on the remote machine.

mls remote-files local-file
Like Is, except multiple remote files may be specified. If interactive prompting is on, fip will
prompt the user to verify that the last argument is indeed the target local file for receiving mls
output.

mode [ mode-name |
Set the file transfer mode to mode-name. The default mode is stream mode.

mput local-files
Expand wild cards in the list of local files given as arguments and do a put for each file in the
resulting list. See glob for details of filename expansion. Resulting file names will then be
processed according to ntrans and nmap settings.

nmap [ inpattern outpattern |

Set or unset the filename mapping mechanism. If no arguments are specified, the filename
mapping mechanism is unset. If arguments are specified, remote filenames are mapped dur-
ing mput commands and put commands issued without a specified remote target filename. If
arguments are specified, local filenames are mapped during mget commands and get com-
mands issued without a specified local target filename. This command is useful when connect-
ing to a non-UNIX remote computer with different file naming conventions or practices. The
mapping follows the pattern set by inpattern and outpattem. Inpattern is a template for incom-
ing filenames (which may have already been processed according to the ntrans and case set-
tings). Variable templating is accomplished by including the sequences ’$1°, ’$2’, ..., ’$9’ in
inpattern. Use °\’ to prevent this special treatment of the ’$’ character. All other characters
are treated literally, and are used to determine the nmap inpattern variable values. For exam-
ple, given inpattern $1.$2 and the remote file name "mydata.data", $1 would have the value
"mydata", and $2 would have the value "data". The outpattem determines the resulting mapped
filename. The sequences ’$1°, °$2, ...., ’$9 are replaced by any value resulting from the inpat-
tem template. The sequence ’$0’ is replace by the original filename. Additionally, the
sequence ’[seq1,seq2]’ is replaced by seql if seql is not a null string; otherwise it is replaced by
seq2. For example, the command "nmap $1.$2.$3 [$1,$2].[$2,file]" would yield the output
filename "myfile.data" for input filenames "myfile.data" and "myfile.data.old", "myfile.file" for
the input filename "myfile", and "myfile.myfile" for the input filename ".myfile". Spaces may be
included in outpatter, as in the example: nmap $1 |sed "s/ *$//" > $1. Use the ’\’ character
to prevent special treatment of the ’$’, ’[’, ’’, and °,” characters.

ntrans [ inchars [ outchars | |
Set or unset the filename character translation mechanism. If no arguments are specified, the
filename character translation mechanism is unset. If arguments are specified, characters in
remote filenames are translated during mput commands and put commands issued without a
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specified remote target filename. If arguments are specified, characters in local filenames are
translated during mget commands and get commands issued without a specified local target
filename. This command is useful when connecting to a non-UNIX remote computer with
different file naming conventions or practices. Characters in a filename matching a character
in inchars are replaced with the corresponding character in outchars. If the character’s posi-
tion in inchars is longer than the length of outchars, the character is deleted from the file
name.

open host [ port |
Establish a connection to the specified host FTP server. An optional port number may be sup-
plied, in which case, fip will attempt to contact an FTP server at that port. If the auto-login
option is on (default), fip will also attempt to automatically log the user in to the FTP server
(see below).

prompt Toggle interactive prompting. Interactive prompting occurs during multiple file transfers to
allow the user to selectively retrieve or store files. If prompting is turned off (default is on),
any mget or mput will transfer all files, and any mdelete will delete all files.

proxy fip-command

Execute an ftp command on a secondary control connection. This command allows simultane-
ous connection to two remote ftp servers for transferring files between the two servers. The
first proxy command should be an open, to establish the secondary control connection. Enter
the command "proxy ?" to see other ftp commands executable on the secondary connection.
The following commands behave differently when prefaced by proxy: open will not define new
macros during the auto-login process, close will not erase existing macro definitions, get and
mget transfer files from the host on the primary control connection to the host on the secon-
dary control connection, and put, mput, and append transfer files from the host on the secon-
dary control connection to the host on the primary control connection. Third party file
transfers depend upon support of the ftp protocol PASV command by the server on the secon-
dary control connection.

put local-file [ remote-file |
Store a local file on the remote machine. If remote-file is left unspecified, the local file name
is used after processing according to any ntrans or nmap settings in naming the remote file.
File transfer uses the current settings for type, format, mode, and structure.

pwd  Print the name of the current working directory on the remote machine.
quit A synonym for bye.

quote argl arg2 ...
The arguments specified are sent, verbatim, to the remote FTP server.

recv remote-file [ local-file |
A synonym for get.

remotehelp [ command-name |
Request help from the remote FTP server. If a command-name is specified it is supplied to
the server as well.

rename [ from ][ to ]
Rename the file from on the remote machine, to the file to.

reset Clear reply queue. This command re-synchronizes command/reply sequencing with the
remote ftp server. Resynchronization may be necesary following a violation of the ftp protocol
by the remote server.

rmdir directory-name
Delete a directory on the remote machine.
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runique .
! Toggle storing of files on the local system with unique filenames. If a file already exists with a
name equal to the target local filename for a get or mget command, a ".1" is appended to the
name. If the resulting name matches another existing file, a ".2" is appended to the original
name. If this process continues up to ".99", an error message is printed, and the transfer does
not take place. The generated unique filename will be reported. Note that runique will not
affect local files generated from a shell command (see below). The default value is off.

send local-file [ remote-file ]
A synonym for put.

sendport
Toggle the use of PORT commands. By default; fip will attempt to use a PORT command
when establishing a connection for each data transfer. The use of PORT commands can
prevent delays when performing multiple file transfers. If the PORT command fails, fip will
use the default data port. When the use of PORT commands is disabled, no attempt will be
made to use PORT commands for each data transfer. This is useful for certain FTP imple-
mentations which do ignore PORT commands but, incorrectly, indicate they've been accepted.

status Show the current status of fip.

struct [ struct-name |
Set the file transfer structure to struct-name. By default stream structure is used.

sunique
Toggle storing of files on remote machine under unique file names. Remote ftp server must
support ftp protocol STOU command for successful completion. The remote server will
report unique name. Default value is off.

tenex  Set the file transfer type to that needed to talk to TENEX machines.
trace  Toggle packet tracing.

type [ type-name |
Set the file transfer type to type-name. If no type is specified, the current type is printed. The
default type is network ASCII.

user user-name [ password | [ account ]
Identify yourself to the remote FTP server. If the password is not specified and the server
requires it, fip will prompt the user for it (after disabling local echo). If an account field is not
specified, and the FTP server requires it, the user will be prompted for it. If an account field
is specified, an account command will be relayed to the remote server after the login sequence
is completed if the remote server did not require it for logging in. Unless fip is invoked with
auto-login disabled, this process is done automatically on initial connection to the FTP server.

verbose Toggle verbose mode. In verbose mode, all responses from the FTP server are displayed to
the user. In addition, if verbose is on, when a file transfer completes, statistics regarding the
efficiency of the transfer are reported. By default, verbose is on.

xmkdir directory-name
Make a directory on the remote machine. This sends an XMKD command instead of MKD,
and is useful for backwards compatibility with 4.2BSD UNIX machines.

xpwd  Print the name of the current working directory on the remote machine. This sends an
XPWD command instead of PWD, and is useful for backwards compatability with 4.2BSD
UNIX machines.

xrmdir directory-name
Delete a directory on the remote machine. This sends an XRMD command instead of RMD,
and is useful for backwards compatability with 4.2BSD UNIX machines.
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? [ command ]
A synonym for help.

Command arguments which have embedded spaces may be quoted with quote (") marks.

ABORTING A FILE TRANSFER

To abort a file transfer, use the terminal interrupt key. Sending transfers will be immediately halted.
Receiving transfers will be halted by sending a ftp protocol ABOR command to the remote server, and
discarding any further data received. The speed at which this is accomplished depends upon the
remote server’s support for ABOR processing. If the remote server does not support the ABOR com-
mand, an "ftp>" prompt will not appear until the remote server has completed sending the requested
file.

The terminal interrupt key sequence will be ignored when fip has completed any local processing and is
awaiting a reply from the remote server. A long delay in this mode may result from the ABOR pro-
cessing described above, or from unexpected behavior by the remote server, including violations of the
ftp protocol. If the delay results from unexpected remote server behavior, the local fip program must
be killed by hand.

FILE NAMING CONVENTIONS
Files specified as arguments to fip commands are processed according to the following rules.

1) If the file name - is specified, the stdin (for reading) or stdout (for writing) is used.

2) If the first character of the file name is |, the remainder of the argument is interpreted as a
shell command. Fip then forks a shell, using popen (3) with the argument supplied, and reads
(writes) from the stdout (stdin). If the shell command includes spaces, the argument must be
quoted; e.g. "| Is -1t". A particularly useful example of this mechanism is: dir [more.

3) Failing the above checks, if “globbing” is enabled, local file names are expanded according to
the rules used in the sh(1); c.f. the glob command. If the fip command expects a single local
file ( .e.g. put), only the first filename generated by the "globbing" operation is used.

4) For mget commands and get commands with unspecified local file names, the local filename is
the remote filename, which may be altered by a case, ntrans, or nmap setting. The resulting
filename may then be altered if runique is on.

5) For mput commands and put commands with unspecified remote file names, the remote
filename is the local filename, which may be altered by a ntrans or nmap setting. The result-
ing filename may then be altered by the remote server if sunique is on.

FILE TRANSFER PARAMETERS
The FTP specification specifies many parameters which may affect a file transfer. The type may be one
of ascii, image (binary), ebcdic, and local byte size (for PDP-10’s and PDP-20’s mostly). Ftp supports
the ascii and image types of file transfer, plus local byte size 8 for tenex mode transfers.

Ftp supports only the default values for the remaining file transfer parameters: mode, form, and struct.

OPTIONS
Options may be specified at the command line, or to the command interpreter.

The -v (verbose on) option forces fip to show all responses from the remote server, as well as report on
data transfer statistics. Normally, this is on by default, unless the standard input is not a terminal.

The -n option restrains ftp from attempting auto-login upon initial connection. If auto-login is enabled,
ftp will check the .netrc (see below) file in the user’s home directory for an entry describing an account
on the remote machine. If no entry exists, fip will prompt for the remote machine login name (default
is the user identity on the local machine), and, if necessary, prompt for a password and an account with
which to login.

The -i option turns off interactive prompting during multiple file transfers.
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The -d option enables debugging.
The -g option disables file name globbing.

THE .netrc FILE
The .netrc file contains login and initialization information used by the auto-login process. It resides in
the user’s home directory. The following tokens are recognized; they may be separated by spaces, tabs,
or new-lines:

machine name
Identify a remote machine name. The auto-login process searches the .netrc file for a
machine token that matches the remote machine specified on the ftp command line or as an
open command argument. Once a match is made, the subsequent .netrc tokens are processed,
stopping when the end of file is reached or another machine token is encountered.

login name
Identify a user on the remote machine. If this token is present, the auto-login process will ini-
tiate a login using the specified name.

password string
Supply a password. If this token is present, the auto-login process will supply the specified
string if the remote server requires a password as part of the login process.

Note that if this token is present in the .netrc file, fip will abort the auto-login process if the
.netrc is readable by anyone besides the user.

account string
Supply an additional account password. If this token is present, the auto-login process will
supply the specified string if the remote server requires an additional account password, or the
auto-login process will initiate an ACCT command if it does not.

macdef name
Define a macro. This token functions like the fip macdef command functions. A macro is
defined with the specified name; its contents begin with the next .netrc line and continue until
a null line (consecutive new-line characters) is encountered. If a macro named init is defined,
it is automatically executed as the last step in the auto-login process.

BUGS
Correct execution of many commands depends upon proper behavior by the remote server.

An error in the treatment of carriage returns in the 4.2BSD UNIX ascii-mode transfer code has been
corrected. This correction may result in incorrect transfers of binary files to and from 4.2BSD servers
using the ascii type. Avoid this problem by using the binary image type.
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NAME

hostname - set or print name of current host system
SYNOPSIS

hostname [ nameofhost ]
DESCRIPTION

The hostname command prints the name of the current host, as given before the “login” prompt. The
super-user can set the hostname by giving an argument; this is usually done at boot time in a startup
script.

SEE ALSO
gethostname(3), sethostname(3),
uname(1) in the UNIX User’s Reference.
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NAME

nslookup - query name servers interactively

SYNOPSIS

nslookup [ host-to-find | - [ server address | server name ||

DESCRIPTION

Nslookup is a program to query DARPA Internet domain name servers. Nslookup has two modes:
interactive and non-interactive. Interactive mode allows the user to query the name server for informa-
tion about various hosts and domains or print a list of hosts in the domain. Non-interactive mode is
used to print just the name and Internet address of a host or domain.

ARGUMENTS

Interactive mode is entered in the following cases:
a) when no arguments are given (the default name server will be used), and

b) when the first argument is a hyphen (-) and the second argument is the host name of a name
server.

Non-interactive mode is used when the name of the host to be looked up is given as the first argument.
The optional second argument specifies a name server.

INTERACTIVE COMMANDS

Page 1

Commands may be interrupted at any time by typing a control-C. To exit, type a control-D (EOF).
The command line length must be less than 80 characters. N.B. an unrecognized command will be
interpreted as a host name.

host [server]
Look up information for host using the current default server or using server if it is specified.

server domain

Iserver domain
Change the default server to domain. Lserver uses the initial server to look up information
about domain while server uses the current default server. If an authoritative answer can’t be
found, the names of servers that might have the answer are returned.

root  Changes the default server to the server for the root of the domain name space. Currently, the
host sri-nic.arpa is used. (This command is a synonym for the Iserver sri-nic.arpa.) The
name of the root server can be changed with the set root command.

finger [name] [> filename]

finger [name] [> > filename]
Connects with the finger server on the current host. The current host is defined when a previ-
ous lookup for a host was successful and returned address information (see the set
querytype=A command). Name is optional. > and > > can be used to redirect output in the
usual manner.

Is domain [> filename]

Is domain [> > filename]

Is -a domain [ > filename]
Is -a domain [> > filename]
Is -h domain [> filename]

August 18, 1989



NSLOOKUP(1) (Intel System V/386 TCP) NSLOOKUP(1)

Is -h domain [> > filename)

Is -d domain [> filename]

List the information available for domain. The default output contains host names and their
Internet addresses. The -a option lists aliases of hosts in the domain. The -h option lists CPU
and operating system information for the domain. The -d option lists all contents of a zone
transfer. When output is directed to a file, hash marks are printed for every 50 records
received from the server.

view filename

help
?

Sorts and lists the output of previous Is command(s) with more(1).

Prints a brief summary of commands.

set keyword[ =value]
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This command is used to change state information that affects the lookups. Valid keywords
are:

all Prints the current values of the various options to set. Information about the current
default server and host is also printed.

[no]debug
Turn debugging mode on. A lot more information is printed about the packet sent to
the server and the resulting answer.
(Default = nodebug, abbreviation = [no]deb)

[no]d2 Turn exhaustive debugging mode on. Essentially all fields of every packet are printed.
(Default = nod2)

[no]defname
Append the default domain name to every lookup.
(Default = defname, abbreviation = [no]def)

[no]search
With defname, search for each name in parent domains of the current domain.
(Default = search)

domain=name
Change the default domain name to name. The default domain name is appended to
all lookup requests if the defname option has been set. The search list is set to
parents of the domain with at least two components in their names.
(Default = value in hostname or /etc/resolv.conf, abbreviation = do)

querytype =value

type=value
Change the type of information returned from a query to one of:
A the host’s Internet address (the default).

CNAME the canonical name for an alias.

HINFO  the host CPU and operating system type.

MD the mail destination.
MX the mail exchanger.
MG the mail group member.
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MINFO the mailbox or mail list information.
MR the mail rename domain name.

NS nameserver for the named zone.
Other types specified in the RFC1035 document are valid but aren’t very useful.
(Abbreviation = q)

[no]recurse
Tell the name server to query other servers if it does not have the information.
(Default = recurse, abbreviation = [no]rec)

retry=number
Set the number of retries to number. When a reply to a request is not received within
a certain amount of time (changed with set timeout), the request is resent. The retry
value controls how many times a request is resent before giving up.
(Default = 2, abbreviation = ret)
root=host
Change the name of the root server to host. This affects the root command.
(Default = sri-nic.arpa, abbreviation = ro)
timeout =number
Change the time-out interval for waiting for a reply to number seconds.
(Default = 10 seconds, abbreviation = t)

[nolve Always use a virtual circuit when sending requests to the server.
(Default = nov, abbreviation = [no]v)
DIAGNOSTICS

If the lookup request was not successful, an error message is printed. Possible errors are:

Time-out
The server did not respond to a request after a certain amount of time (changed with set
timeout =value) and a certain number of retries (changed with set retry=value).

No information
Depending on the query type set with the set querytype command, no information about the
host was available, though the host name is valid.

Non-existent domain
The host or domain name does not exist.

Connection refused
Network is unreachable

The connection to the name or finger server could not be made at the current time. This
error commonly occurs with finger requests.

Server failure

The name server found an internal inconsistency in its database and could not return a valid
answer.

Refused
The name server refused to service the request.

The following error should not occur and it indicates a bug in the program.

Format error
The name server found that the request packet was not in the proper format.

FILES
/etc/resolv.conf initial domain name and name server addresses.
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/usr /local/lib/nslookup.hlp Help file
SEE ALSO

resolver(3) in the TCP Programmer’s Guide and Reference, resolver(4) and named(IM) in the TCP
Administrator’s Guide and Reference.
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NAME
rcemd - remote shell command execution

SYNOPSIS
remd node [-] user] [-n] [ command ]

/usr/hosts/node [-1 user] [-n] [ command ]

DESCRIPTION
rcmd sends command to node for execution. It passes the resulting remote command its own standard
input and outputs the remote command’s standard output and standard error. Command can consist
of more than one parameter. The second, simplified form of the command is equivalent to the first,
but is only available if the system administrator previously ran mkhosts (IM). Interrupt, quit, and ter-
minate signals received by remd are also received by the remote command; remd normally terminates
at the same time as the remote command.

If command is omitted, remd simply runs rlogin (1).

By default, the command belongs to the user on the remote node with the same name as the user who
ran remd. This means that the resulting processes belong to the remote user and begin with the
remote user’s home directory as their working directory. Options permit you to specify another user
on node as the owner. In any case, the remote system must have declared the local user equivalent to
the remote user: an entry in /etc/hosts.equiv or in a .rhosts file in the current directory (normally the
home directory) of the target user will demonstrate equivalence. [See remd(3).]

rcmd understands the following options:
-luser  The command is to belong to user on node.

-n Prevent the remote command from blocking on input by making its standard input
be /dev/null instead of remd’s standard input.

If -n is not specified, remd reads the local standard input regardless of whether the
remote machine reads standard input.
EXAMPLES
The following command runs who on a node called “central,” putting the output in a file on the local
machine.
rcmd central who > /tmp/c.who
The next example puts the same output on the remote machine.
remd central who \ > /tmp/c.who

FILES
$HOME/.rhosts  (on the target machine)

/etc/hosts.equiv  (on the target machine)
SEE ALSO
rlogin(1),
mkhosts(1M), rshd(1M) in the TCP Administrator’s Reference,
rhosts(4) in the TCP Programmer’s Reference.

REQUIREMENTS
rshd (IM) must be running on the target machine.
NOTE

. In some TCP installations, the remd command is called rsh.InSystemV/386,Release rshmeansres-
tricted shell,whichis

WARNINGS

As the above examples illustrate, metacharacters to be interpreted by the remote shell must be hidden
from the local shell. Thus
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remd central cd /etc ; cat passwd

clearly doesn’t do what was intended because the semicolon is interpreted by the local shell, not the
remote shell, and the remote shell never even sees the cat command. Either of the following com-
mands properly escapes the semicolon:

remd central cd /etc \; cat passwd
remd central “cd /etc ; cat passwd”
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NAME
rcp - remote file copy

SYNOPSIS
rep [ -r ] [ -p ] filel [ file2 ... ] target

DESCRIPTION
rcp copies files between two nodes. rcp works like the cp command (see cp(1)intheUNIXUser’s with
some extensions.

Filel is copied to target. If target is a directory, one or more files are copied into that directory; the
copies have the same names as the originals.

File and directory names follow a convention which is an extension of the normal UNIX convention.
Names take one of four forms:

user @ host : path
node.user : path
host : path

path

where

host  is the name of the system which contains or will contain the file. If no host is specified
(the simple path form of the name), the system on which the command is executed is
assumed.

user  is the name of a user on the specified system. If no user is specified (the host:path and
path forms of the name), the user on the remote system whose name is the same as
the user who executed the rcp command is used.

Access to the file system is as if by the specified user who has just logged in. Created
files belong to the specified user and the specified user’s group (taken from the pass-
word file). File and directory modifications can only occur if the specified user has
permission to do them. If path does not begin with a slant (/), it is assumed to be rela-
tive to the specified user’s home directory.

To use a user name on a remote system, the remote system must have declared it
“equivalent” to your user name. See rhosts(4).

path  is a conventional UNIX path name. Path can include file name generation sequences
(* 2, [...]); it may be necessary to quote these to prevent their expansion on the local
system.

The -r (recursive) option copies directory hierarchies. If a file specified for copying is a directory and
-r is specified, the entire hierarchy under it is copied. When -r is specified, target must be a directory.

When -r is not specified, copying directories is an error.

By default, the mode and owner of file2 are preserved if it already existed; otherwise the mode of the
source file modified by the umask(2) on the destination host is used. The -p option causes rcp to
attempt to preserve (duplicate) in its copies the modification times and modes of the source files,
ignoring the umask.

Note that a third system (not the source or target system of the copy) can execute rcp.

EXAMPLES

The following examples are executed on system alpha, by user fred. Alpha is networked to beta and
gamma.

The first example copies list from fred’s home directory on alpha to fred’s home directory on beta.

rep list beta:list
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FILES

The next example copies a directory hierarchy. The original is rooted at src in fred’s home directory on
beta. The copy is to be rooted in src in the working directory.

rcp -r beta:src .

Finally, fred copies a file from diane’s home directory on beta to /usr/tmp on gamma; the copy on
gamma is to belong to karl. Both diane and karl must have previously declared fred on alpha
equivalent to their own user names; see rhosts (4).

rcp beta.diane:junk gamma.karl: /usr/tmp

Note that junk is not placed in karl’s home directory because the path part of the name begins with a
slash.

/etc/hosts.equiv
$HOME/.rhosts

SEE ALSO

ftp(1)

REQUIREMENTS

Both nodes involved in the copy must be running the rshd (1M) server.

DIAGNOSTICS

Most diagnostics are self-explanatory. “Permission denied” means either that the remote user does not
have permission to do what you want or that the remote user is not equivalent to you.

WARNINGS

If a remote shell invoked by rcp has output on startup, rcp will get confused. This is never a problem
with sh (1), because it is not called as a login shell.

The -r option doesn’t work correctly if the copy is purely local, since it relies on underlying support
from cp, which is only available on BSD derived systems. Use cpio (1)(documentedinthe UNIX instead.
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NAME

rlogin - remote login

SYNOPSIS

rlogin rhost [ -ec ] [ 8 ] [ -L ] [ -l username ]
/usr/hosts/rhost [ ec ] [ 8 ] [ -L ] [ -l username ]

DESCRIPTION

Rlogin connects your terminal on the current local host system Jhost to the remote host system rhost.

Each host has a file /etc/hosts.equiv which contains a list of 7host’s with which it shares account names.
(The host names must be the standard names as described in remd(1).) When you rlogin as the same
user on an equivalent host, you don’t need to give a password. Each user may also have a private
equivalence list in a file .rhosts in his login directory. Each line in this file should contain an rhost and
a usemame separated by a space, giving additional cases where logins without passwords are to be per-
mitted. If the originating user is not equivalent to the remote user, then a login and password will be
prompted for on the remote machine as in login(1). To avoid some security problems, the .rhosts file
must be owned by either the remote user or root.

The remote terminal type is the same as your local terminal type (as given in your environment TERM
variable). The terminal or window size is also copied to the remote system if the server supports the
option, and changes in size are reflected as well. All echoing takes place at the remote site, so that
(except for delays) the rlogin is transparent. Flow control via *S and “Q and flushing of input and out-
put on interrupts are handled properly. The optional argument -8 allows an eight-bit input data path at
all times; otherwise parity bits are stripped except when the remote side’s stop and start characters are
other than “S/"Q. The argument -L allows the rlogin session to be run in without any output post-
processing, (e.g. stty -opost.) A line of the form “~.” disconnects from the remote host, where “*” is
the escape character. A different escape character may be specified by the - option. There is no
space separating this option flag and the argument character.

SEE ALSO

FILES

BUGS

Page 1

netlogin(1M), rlogind(1M) and rhosts(4) in the TCP Administrator’s Guide and Reference, rcmd(1).
/usr/hosts/* for rhost version of the command

More of the environment should be propagated.
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NAME

ruptime - show host status of local machines
SYNOPSIS

ruptime [-a ] [-r][-1][-t][-u]
DESCRIPTION

Ruptime gives a status line for each machine on the local network; these are formed from packets
broadcast by each host on the network once every 1 - 3 minutes.

Machines for which no status report has been received for 5 minutes are shown as being down.
Users idle an hour or more are not counted unless the -a flag is given.

Normally, the listing is sorted by host name. The -, -t , and -u flags specify sorting by load average,
uptime, and number of users, respectively. The -r flag reverses the sort order.

The rwhod daemon must be running on all of the local systems that you want status information on.

FILES
/usr/spool /rwho/whod.* data files
SEE ALSO
rwho(1),
rwhod(1M) in the TCP Administrator’s Reference.
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NAME

rwho - who is logged in on local network
SYNOPSIS

rwho [ -a ]
DESCRIPTION

Rwho lists users logged in on machines on the local network. The format is similar to that of who(1).
Without options, only users who have typed in the last hour are listed. For each user listed, rwho
displays the user name; the host name; and the date and time the user logged in. If the user has not
typed in the last minute, rwho also displays the user’s idle time in hours and minutes.

Rwho understands the following option:
-a List all users on active nodes (users idle for more than an hour are listed).

If information from a host is more than five minutes old, the host is assumed to be down and its users
are not listed.

REQUIREMENTS

Each host to be listed must be running the rwhod (1M) server, which broadcasts a status packet once
every 1 - 3 minutes. The local host must also be running this server to maintain the data files. Since
broadcasts do not cross gateways, hosts on other networks will not be listed.

FILES
/usr/spool/rwho/whod.* information about other nodes

SEE ALSO
ruptime(1),
rwhod(1M) in the TCP Administrator’s Reference.
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NAME

talk - talk to another user

SYNOPSIS

talk person [ ttyname ]

DESCRIPTION

Talk is a visual communication program which copies lines from your terminal to that of another user.

If you wish to talk to someone on you own machine, then person is just the person’s login name. If you
wish to talk to a user on another host, then person is of the form :

hostluser or
host.user or
host:user or
user@host

though user@host is perhaps preferred.

If you want to talk to a user who is logged in more than once, the ttyname argument may be used to
indicate the appropriate terminal name.

When first called, it sends the message

Message from TalkDaemon@bhis_machine...
talk: connection requested by your_name@your_machine.
talk: respond with: talk your_name@your_machine

to the user you wish to talk to. At this point, the recipient of the message should reply by typing
talk your_name@your_machine

It doesn’t matter from which machine the recipient replies, as long as his login-name is the same.
Once communication is established, the two parties may type simultaneously, with their output appear-
ing in separate windows. Typing control L will cause the screen to be reprinted, while your erase and
kill characters will work in talk as normal. In addition, control-W is defined as a word-kill character.
To exit, just type your interrupt character; talk then moves the cursor to the bottom of the screen and
restores the terminal.

Permission to talk may be denied or granted by use of the mesg(1) command. See the mesg (1) man
page in the At the outset talking is allowed. Certain commands, in particular nroff and pr(1) disallow
messages in order to prevent messy output.

FILES
/etc/hosts to find the recipient’s machine
/Jetc/utmp to find the recipient’s tty

SEE ALSO

BUGS
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talkd(1M) in the TCP Administrator’s Reference,
mesg(1), who(1), mail(1), write(1) in the UNIX User’s Reference.

For Berkeley UNIX users, the version of talk (1) released with System V/386 Streams TCP uses a pro-
tocol that is incompatible with the protocol used in the version released with 42BSD. The new proto-
col is compatible with 43BSD. The older protocol was not portable across different machine architec-
tures.

Talk may be confused if you attempt to use the host:user format with a fully qualified hostname. saBell
Technologies Intel eu.
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NAME

telnet - user interface to the TELNET protocol

SYNOPSIS

telnet [ host [ port ] ]

DESCRIPTION

Page 1

Telnet is used to communicate with another host using the TELNET protocol. If telnet is invoked
without arguments, it enters command mode, indicated by its prompt (telnet>). In this mode, it
accepts and executes the commands listed below. If it is invoked with arguments, it performs an open
command (see below) with those arguments.

Once a connection has been opened, telnet enters an input mode. The input mode entered will be
either character at a time or line by line depending on what the remote system supports.

In character at a time mode, most text typed is immediately sent to the remote host for processing.

In line by line mode, all text is echoed locally, and (normally) only completed lines are sent to the
remote host. The local echo character (initially “E) may be used to turn off and on the local echo (this
would mostly be used to enter passwords without the password being echoed).

In either mode, if the localchars toggle is TRUE (the default in line mode; see below), the user’s quit,
intr, and flush characters are trapped locally, and sent as TELNET protocol sequences to the remote
side. There are options (see toggle autofiush and toggle autosynch below) which cause this action to
flush subsequent output to the terminal (until the remote host acknowledges the TELNET sequence)
and flush previous terminal input (in the case of quit and intr).

While connected to a remote host, telnet command mode may be entered by typing the telnet escape

character (initially “]). When in command mode, the normal terminal editing conventions are avail-
able.

COMMANDS

The following commands are available. Only enough of each command to uniquely identify it need be
typed (this is also true for arguments to the mode, set, toggle, and display commands).

open host [ port |
Open a connection to the named host. If no port number is specified, telnet will attempt to
contact a TELNET server at the default port. The host specification may be either a host
name (see hosts(5)) or an Internet address specified in the dot notation (see inet(3)).

close
Close a TELNET session and return to command mode.

quit
Close any open TELNET session and exit telnet. An end of file (in command mode) will also
close a session and exit.

z
Suspend telnet. This command provides the user with an escape to a shell running on the local
machine.

mode type
Type is either line (for line by line mode) or character (for character at a time mode). The
remote host is asked for permission to go into the requested mode. If the remote host is capa-
ble of entering that mode, the requested mode will be entered.

status

Show the current status of telnet. This includes the peer one is connected to, as well as the
current mode. In addition, both the local and remote TELNET options in effect are shown.

display [ argument... |
Displays all, or some, of the set and toggle values (see below).
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? [ command ]
Get help. With no arguments, telnet prints a help summary. If a command is specified, telnet
will print the help information for just that command.

send arguments

(Intel System V/386 TCP) TELNET(1)

Sends one or more special character sequences to the remote host. The following are the
arguments which may be specified (more than one argument may be specified at a time):

escape

synch

brk

ip

ao

ayt

ec

el

ga

nop

Sends the current telnet escape character (initially *]).

Sends the TELNET SYNCH sequence. This sequence causes the remote system to
discard all previously typed (but not yet read) input. This sequence is sent as TCP
urgent data (and may not work if the remote system is a 4.2 BSD system -- if it
doesn’t work, a lower case r may be echoed on the terminal).

Sends the TELNET BRK (Break) sequence, which may have significance to the
remote system.

Sends the TELNET IP (Interrupt Process) sequence, which should cause the remote
system to abort the currently running process.

Sends the TELNET AO (Abort Output) sequence, which should cause the remote sys-
tem to flush all output from the remote system to the user’s terminal.

Sends the TELNET AYT (Are You There) sequence, to which the remote system may
or may not choose to respond.

Sends the TELNET EC (Erase Character) sequence, which should cause the remote
system to erase the last character entered.

Sends the TELNET EL (Erase Line) sequence, which should cause the remote system
to erase the line currently being entered.

Sends the TELNET GA (Go Ahead) sequence, which likely has no significance to the
remote system.

Sends the TELNET NOP (No OPeration) sequence.

Prints out help information for the send command.

set argument value

Set any one of a number of telnet variables to a specific value. The special value off turns off
the function associated with the variable. The values of variables may be interrogated with the
display command. The variables which may be specified are:
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echo

This is the value (initially “E) which, when in line by line mode, toggles between
doing local echoing of entered characters (for normal processing), and suppressing
echoing of entered characters (for entering, say, a password).
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escape

interrupt

quit
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This is the telnet escape character (initially ~]) which causes entry into telnet command

mode (when connected to a remote system).

If telnet is in localchars mode (see toggle localchars below) and the interrupt character
is typed, a TELNET IP sequence (see send ip above) is sent to the remote host. The
initial value for the interrupt character is taken to be the terminal’s intr character.

If telnet is in localchars mode (see toggle localchars below) and the quit character is
typed, a TELNET BRK sequence (see send brk above) is sent to the remote host.
The initial value for the quit character is taken to be the terminal’s quit character.

flushoutput

erase

kill

eof

If telnet is in localchars mode (see toggle localchars below) and the flushoutput char-
acter is typed, a TELNET AO sequence (see send ao above) is sent to the remote
host. The initial value for the flush character is taken to be the terminal’s flush char-
acter.

If telnet is in localchars mode (see toggle locaichars below), and if telnet is operating
in character at a time mode, then when this character is typed, a TELNET EC
sequence (sece send ec above) is sent to the remote system. The initial value for the
erase character is taken to be the terminal’s erase character.

If telnet is in localchars mode (see toggle locaichars below), and if telnet is operating
in character at a time mode, then when this character is typed, a TELNET EL
sequence (see send e/ above) is sent to the remote system. The initial value for the
kill character is taken to be the terminal’s kill character.

If teinet is operating in line by line mode, entering this character as the first character
on a line will cause this character to be sent to the remote system. The initial value of
the eof character is taken to be the terminal’s eof character.

toggle arguments...

Toggle (between TRUE and FALSE) various flags that control how felnet responds to events.
More than one argument may be specified. The state of these flags may be interrogated with
the display command. Valid arguments are:
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localchars

If this is TRUE, then the flush, interrupt, quit, erase, and kill characters (see set
above) are recognized locally, and transformed into (hopefully) appropriate TELNET
control sequences (respectively ao, ip, brk, ec, and el; see send above). The initial
value for this toggle is TRUE in line by line mode, and FALSE in character at a time
mode.

autoflush

If autoflush and localchars are both TRUE, then when the ao, intr, or quit characters
are recognized (and transformed into TELNET sequences; see set above for details),
telnet refuses to display any data on the user’s terminal until the remote system ack-
nowledges (via a TELNET Timing Mark option) that it has processed those TELNET
sequences. The initial value for this toggle is TRUE if the terminal user had not done
an "stty noflsh", otherwise FALSE (see stty(1))intheUNIXUser’s

autosynch

If autosynch and localchars are both TRUE, then when either the intr or quit
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BUGS

characters is typed (see set above for descriptions of the intr and quit characters), the
resulting TELNET sequence sent is followed by the TELNET SYNCH sequence. This
procedure should cause the remote system to begin throwing away all previously
typed input until both of the TELNET sequences have been read and acted upon.
The initial value of this toggle is FALSE.

crmod
Toggle carriage return mode. When this mode is enabled, most carriage return char-
acters received from the remote host will be mapped into a carriage return followed
by a line feed. This mode does not affect those characters typed by the user, only
those received from the remote host. This mode is not very useful unless the remote
host only sends carriage return, but never line feed. The initial value for this toggle is
FALSE.
debug
Toggles socket Ievel debugging (useful only to the superuser). The initial value for
this toggle is FALSE.
options
Toggles the display of some internal telnet protocol processing (having to do with
TELNET options). The initial value for this toggle is FALSE.
netdata
Toggles the display of all network data (in hexadecimal format). The initial value for
this toggle is FALSE.
?
Displays the legal toggle commands.
do option
dont option
will option
wont option

These commands allow the user to send the appropriate TELNET option sequence. If no
option is specified, telnet will prompt for one.

There is no adequate way for dealing with flow control.

On some remote systems, echo has to be turned off manually when in line by line mode.
There is enough settable state to justify a telnetrc file.

No capability for a telnetrc file is provided.

In line by line mode, the terminal’s eof character is only recognized (and sent to the remote system)
when it is the first character on a line.
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NAME

tftp - user interface to the DARPA TFTP protocol

SYNOPSIS

tftp [ host [ port ] ]

DESCRIPTION

Page 1

tfip is the user interface to the DARPA standard Trivial File Transfer Protocol. The program allows a
user to transfer files to and from a remote network site.

The client host with which #fip is to communicate may be specified on the command line. If this is
done, tftp will immediately attempt to establish a connection to a TFTP server on that host. Otherwise,
tftp will enter its command interpreter and await instructions from the user. When ffp is awaiting com-
mands from the user, the prompt

tftp>
appears. The following commands are recognized by tftp:

connect host-name [ port |
Set the host (and optionally port) for transfers. Note that the TFTP protocol, unlike the FTP
protocol, does not maintain connections between transfers; thus, the connect command does
not actually create a connection, but merely remembers what host is to be used for transfers.
You do not have to use the connect command; the remote host can be specified as part of the
get or put commands.

mode transfer-mode
Set the mode for transfers; transfer-mode may be one of ascii or binary. The default is ascii.

put file

put localfile remotefile

put filel file2 ... fileN remote-directory
Put a file or set of files to the specified remote file or directory. The destination can be in one
of two forms: a filename on the remote host, if the host has already been specified, or a string
of the form host:filename to specify both a host and filename at the same time. If the latter
form is used, the hostname specified becomes the default for future transfers. If the remote-
directory form is used, the remote host is assumed to be a UNIX machine.

get filename

get remotename localname

get filel file2 ... fileN
Get a file or set of files from the specified sources. Source can be in one of two forms: a
filename on the remote host, if the host has already been specified, or a string of the form
host:filename to specify both a host and filename at the same time. If the latter form is used,
the last hostname specified becomes the default for future transfers.

quit  Exittfip. An end of file also exits.
verbose Toggle verbose mode.

trace  Toggle packet tracing.

status Show current status.

rexmt retransmission-timeout
Set the per-packet retransmission timeout, in seconds.

timeout total-transmission-timeout
Set the total transmission timeout, in seconds.

ascii  Shorthand for "mode ascii"
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binary Shorthand for "mode binary"

? [ command-name ... |
Print help information.

FILES
/etc/hosts

SEE ALSO
tftpd(1M) in the TCP Administrator’s Reference.

WARNINGS
Because there is no user-login or validation within the TFTP protocol, the remote site will probably
have some sort of file-access restrictions in place. The exact methods are specific to each site.
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